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Cristian Venegas
S y stem s E ngineer
Cisc o  Ch il e
M ay o  2 0 0 9

Amenazas actuales a 
la seg ur i d ad  T I
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Agenda

� Introduccion
� A m e naz as  actual e s
� R e l e v ancia C is co
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I nt r o du c c i ón
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Am enaz as  del  p r es ent e,  p as ado  y  f u t u r o

� Ing e nie ría s ocial
� S tanl e y  R if k in,  1 9 7 8
� S e curity  P acif ic N ational  B ank ,  
L os  A ng e l e s ,  C A

� M ik e  H ans e n,  de p artam e nto 
inte rnacional

� R e cord G uine s s  - f raude  
com p utacional  m ás  g rande  de  l a 
h is toria

� S e g uridad tras cie nde  a l a 
te cnol og ía
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Am enaz as  de s egu r i dad - t endenc i as

� G ananc ias,  c o l ab o rac io n,  inno v ac io n 
� A taq u e en p ro f u nd id ad  – m u l tip l es 
m eto d o s p ara asegu rar q u e l a 
d eb il id ad  sera ex p l o tad a 

� A u m ento  en nu m ero  d e 
v u l nerab il id ad es ( ~  6 0 0 0  el  2 0 0 8 )  y  
v ec to res d e p ro p agac io n 

� M al w are y  ro b o  m as so terrad o  
� F u ga d e inf o rm ac io n y  b anc o s 
v irtu al es 

� Vec to r w eb  es el  m as d eb il
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Am enaz as  ac t u al es

► M A L W A R E
Gusanos, Virus, 
T roy anos, S p y w are , 
A d w are , Gray w are , 
R ansom w are , 
S c are w are …

► S P A M
H it  and  run, p um p  and  
d um p ,  4 1 9 , sp am oe t ry , 
ob f usc ac ión …

► B O T N E T S
U so e n D D oS / S P A M , 
p e e r-t o-p e e r, e nc rip t ac ión 
uso d e  H T T P , p ol y m orf , 
root k it s, h one y p ot

► P H I S H I N G
I ng e nie ría soc ial , aun 
e f e c t iv o, c ap t ura 
use r/ p ass v ía e m ail / w e b .  

► P H A R M I N G
A b uso D N S , h ost  f il e s, 
h om e  rout e r p ara 
re d ire c c ión a w e b sit e  
sup l ant and o orig inal

► I P  T E L E P H O N Y
S P I T , f uz z ing , D oS , 
c arrie rs ( $ $ ) , v ish ing , 
m an-in-t h e -m id d l e
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L a ec o no m ía u nder gr o u nd

F u ente:  S y m antec
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E s t adís t i c as  l o c al es
W eb  def ac em ent

� E nero  1 9 9 9  – M ay o  2 0 0 9
� A taq u es d o m inio  . CL

� 16877 ataq u es
� 3 6 8 8  singl e I P
� 1 3 1 6 9  m asiv o s

F u ente:  h ttp : / / w w w . z o ne-h . o rg
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B o t net s  en C h i l e
� B otne t IR C  s e rv e rs

� F as t f l ux  B ots

F u ente:  A T L A S  – A rb o r N etw o rk s – M ay o  2 0 0 9
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B o t net  C o m m and and C o nt r o l
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Q u e s e gu ar da en u n no do  C & C ?

211 MB File…
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E x tracto de  
arch iv o de  2 1 1  

M B  

M al w are  e nv ia 
l o te cl e ado al  

nodo C & C  
W eb s it e 
P a s s w o r d s
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� IE  and F ire f ox  v ul ne rab l e s
- “ …cientos de vulnerabilidades en controles ActiveX i n s t a l a d a s  p o r  
p r o v e e d o r e s  d e  s o f t w a r e  h a n  s i d o  d e s c u b i e r t a s . ”

� M e dia P l ay e rs  y  B row s e r H e l p e r O b j e cts  ( B H O )
- R e a l P l a y e r ,  i T u n e s ,  F l a s h ,  Q u i c k t i m e ,  W i n d o w s  M e d i a
- E x p l o s i o n  d e  B H O s  y  p l u g i n s  d e  t e r c e r a s  p a r t e s  
- P l u g -i n s  s o n  i n s t a l a d o s  d e  f o r m a  s e m i  t r a n s p a r e n t e  p o r  w e b s i t e s .  
U s u a r i o s  n o  t i e n e n  c o n c i e n c i a  d e l  r i e s g o  a s o c i a d o ,  i n t r o d u c i e n d o u n  
n u e v o  v e c t o r  d e  p r o p a g a c i o n  a l  v i s i t a r  s i t i o s  w e b  m a l i c i o s o s .

S A N S  T op  2 0  S e curity  R is k s
h ttp : / / w w w . s ans . org / top 2 0 / # c1

E c o s i s t em a de ap l i c ac i o nes  w eb  
v u l ner ab l es
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M p ac k :  I nf ec t i o n R at e w o r l dw i de
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M al w ar e v enc e a f i r m as  de ant i v i r u s  
C onf e re ncia D e f C on 

�Criminales han desarrollado herramientas para 
mu tar malw are para v enc er detec c ion b asada 
en f irmas 

� I nv estig adores en D ef Con prob aron su  teoria 
nu ev amente 

� S ev en v iru s y  dos ex ploits,  todos su mamente 
c onoc idos,  f u eron mu tados para v enc er f irmas 
de antiv iru s 

� T iempo:  2  horas,  2 5  minu tos 
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S egu r i dad en s i s t em as  de c o nt r o l  y  
au t o m at i z ac i o n
� USSR pipeline explosion, 1982
� B elling h a m  pipeline r u pt u r e, 1999
� Q u eensla nd  sew a g e r elea se, 20 0 0
� D a v is B esse nu c lea r  pla nt  inf ec t ion, 20 0 3
� N or t h ea st  USA  b la c k ou t , 20 0 3
� B r ow ns F er r y  nu c lea r  pla nt  sc r a m , 20 0 6
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E j em p l o  1  – F u ga de i nf o r m ac i o n
H ear t l and P ay m ent  S y s t em s  D at a B r eac h
� P ro c esa 1 0 0  m il l o nes d e transac c io nes m ensu al es d e 1 7 5 , 0 0 0  
m erc antes

� F u ga en segu nd a m itad  d el  2 0 0 8 ,  se no tif ic a a Visa en O c tu b re
� M al w are ro b a tarj etas d e c red ito / d eb ito  al  p asar p o r l a red  

- “S ol o” num e ro d e  t arj e t as, nom b re s y  f e c h as d e  e x p irac ion 
� Vo c ero  d e H eartm an:
� “U n b u g ex trem ad am ente so f istic ad o  ingreso  a nu estro  sistem a.  
N o  f u e c au sad o  p o r f al ta d e atenc io n p o r p arte d e nad ie.  N o s 
estam o s f o c al iz and o  en ac tu ar rap id am ente p ara o b tener l a m ej o r 
segu rid ad  en el  f u tu ro . ”

� 3 5 %  d e b aj a en el  p rec io  d e l a ac c io n,  eq u iv al ente a red u c c io n d e 
c ap ital iz ac io n d e m erc ad o  d e $ 2 0 0 M  

� T enian l a c ertif ic ac io n P CI ….  
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E j em p l o  2  - G u s ano
C o nf i c k er / D o w nadu p
� M ic ro so f t anu nc ia u p d ate d e segu rid ad  M S 0 8 -0 6 7  2 3  O c t 2 0 0 8
� M S 0 8 -0 6 7  es u na v u l nerab il id ad  q u e p erm ite ej ec u c io n d e c o d igo  
rem o ta en p u erto s 1 3 9  o  4 4 5  
- 2 0 0 0 , X P , W ind ow s S e rv e r 2 0 0 3  sin aut e nt ic ac ion
- Vist a, W ind ow s S e rv e r 2 0 0 8  re q uie re  aut e nt ic ac ion re m ot a

� Co nf ic k er se transm ite a trav es d e 
- S c anning   d e  l a re d  l oc al  b usc and o v ul ne rab il id ad  
- C arp e t as c om p art id as ad iv inand o p assw ord  d e  ad m inist rad or 
- D isp osit iv os d e  al m ac e nam ie nt o e x t e rno c om o p e nd riv e s ( aut orun. inf )

� D esh ab il ita l o o k u p s D N S  a sitio s d e segu rid ad  
� G enera 2 5 0  no m b res d e d o m inio  a trav es d e al go ritm o  y  se 
c o nec ta v ia H T T P  

� S e estim an ap ro x im ad am ente 9 M  d e P Cs inf ec tad o s ( F -S ec u re)  
- 1 %  in E E U U , m ie nt ras q ue  C h ina, R usia y  B rasil  t ie ne n e l  4 1 %  

� Cisc o  tiene p ro d u c to s q u e entregan p ro tec c io n ( I P S ,  CS -M A R S ,  
CS A ,  W S A )  
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E j em p l o  3  - S c ar ew ar e
� M al w are  q ue  as us ta al  us uario p ara com p rar antiv irus  f al s o 
� A um e nta l os  ing re s os  de  ce ntav os  a dol are s  
� Inf e cta a trav e s  de  s itio w e b  con ing e nie ria s ocial  de  
antiv irus ,  e m ail  y  s itios  w e b  com p rom e tidos  

� P rog ram a de  af il iados  dis p onib l e  - b ak as of tw are . com
- Un a f ilia d o g a no $ 14 7 k  en 10  d ia s b a sa d os en 15 5 K  inf ec c iones g ener a nd o 27 7 2 
c om pr a s a  $ 5 0  c a d a  u na  � 5 M  a nu a les
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E j em p l o  4  – W eb  s i t es  c o m p r o m et i do s

� E l  1 8  d e M arz o  d el  2 0 0 8  
- Z D N e t
- h i s t o r y . c o m
- w i r e d . c o m
- a r c h i v e . o r g

� Visitas ej ec u tan u n sc rip t 
q u e intenta ganar ac c eso  
al  c o m p u tad o r d e l a v isita 
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E j em p l o  4  – W eb  s i t es  c o m p r o m et i do s
At aq u e i F r am e
� M inneso tah o m ef inanc e. c o m  registrad o  en G o d ad d y  en J u nio  2 0 0 5
� 2 0 9 . 5 1 . 1 3 2 . 2 1 8 ,  G l o b al  N et A c c ess en N Y ,  c o n 3 1 2  d o m ains

•B ro w ser b u sc a I F R A M E  y  c arga P H P  d e aarm rgd x rv . c o m
•8 5 . 2 5 5 . 1 2 1 . 1 9 5 ,  U k rtel egro u p  L td  en U c rania,  c o n 1 5  d o m inio s
•U k rtel egro u p  es p arte d e R B N  ( R u ssian B u siness N etw o rk )

O t r o s  d o m i n i o s  s i g u e n  e l  p a t r o n ,  e j :  a d t c t q y p o a . c o m …
•aarm rgd x rv . c o m  registrad o  en B I Z CN . CO M ,  I N C.

D o m i n i o  s p a m  c o n  r a n k i n g  e x i s t e n t e :  # 1 8  e n  v o l u m e n ,  # 1 1  p o r  %  m a l o
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B u ena no t i c i a 
S e el i m i na B o t net  M c C o l o  

Percentage of All Spam from Srizbi/Reactor Mailer
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B u enas  no t i c i as  2 0 0 8  

� I nterc age,  u n p ro v eed o r d e h o sting en E E U U  aso c iad o  c o n el  
R u ssian B u siness N etw o rk  es d ad o  d e b aj a

� I nterc age,  a U S  h o sting p ro v id er asso c iated  w ith  th e R u ssian 
B u siness N etw o rk ,  w as tak en o f f l ine
� O p e ro e n E E U U  p or años d e  S an F ranc isc o d and o ap oy o a ac t iv id ad e s c rim inal e s

� E stD o m ains d esac red itad o  p o r I CA N N  
- R e g ist ro d e  d om inios h ac ie nd ose  p asar p or c om p ania e st ad ounid e nse , c ont rol ad a p or 
c rim inal e s rusos 

� P ro gram a d e af il iad o s d e S p am  S anCash / G enB u c k s d ad o  d e b aj a
- P e rse g uid os p or of ic ial e s d e  E E U U  y  N ue v a Z e l and a 
- A f il iad os d e  b ot ne t s e nv iab an sp am  d e  m ul t ip l e s p rod uc t os 
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R el ev anc i a C i s c o
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Cisco Self-D efen d in g  N et w or k  3 . 0

I nt e g ra A d v anc e d  N e t w ork , 
E nd p oint , C ont e nt , y  A p p l ic at ion 
S e c urit y  p ara am e naz as 
e m e rg e nt e s 

I nt e g r a c i ón

P rot e g e  c ont ra l as úl t im as 
am e naz as usand o inf orm ac ión 
ob t e nid a d e  l a re d  g l ob al  

I ns p e c c i ón d e l  t r áf i c o  

P rov e e  una sol uc ión E nd -t o-e nd  
c on una am p l ia c ob e rt ura

S o l u c i o n E nd -t o -E nd
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► B anca y  F inanz as

► Q uím icos

► C om unicaciones

► D ef ensa

► Ag uas

► S ervicios de 
E m erg encias

► E nerg ia

► Ag ricultura y  
alim ento

I nf r aes t r u c t u r a c r ít i c a

► T ecnolog ias de 
inf orm acion

► S ervicios p ostales

► S alud p ública

► T ransp orte
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C r i t i c al  I nf r as t r u c t u r e As s u r anc e G r o u p

� E ducacion
� E ntre nam ie nto
� I+ D  e n s e g uridad de  inf rae s tructura
� D e s arrol l o de  p ol iticas  y  e s tandare s
� S op orte  de  re s p ue s ta f re nte  a incide nte s

h t t p : / / w w w . c i s c o . c o m / w e b / a b o u t / s e c u r i t y / s e c u r i t
y _ s e r v i c e s / c i a g / i n d e x . h t m l
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C I AG  – I nv es t i gac i o n y  des ar r o l l o

h t t p : / / w w w . c i s c o . c o m / w e b / a b o u t / s e c u r i t y / s e c u r i t y _ s e r v i c e s / c i a
g / r e s e a r c h / C I A G _ r e s e a r c h _ p r o j e c t s . h t m l
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S ec u r i t i z ac i ón de r edes  i ndu s t r i al es
I nf r aes t r u c t u r a c r i t i c a

h t t p : / / w w w . c i s c o . c o m / e n / U S / d o c s / s o l u t i o n s / V e r t i c a l s / E t t F / c h 5 _ E t t F . h t m l
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C i s c o: A poy an d o a n u e s t r os  c l i e n t e s  a e f e c t u ar  e l  
vi aj e  d e  s ol u c i on e s  ai s l ad as  a r e d e s  au t o d e f e n s i vas

� S el f -D ef end ing N etw o rk :  
integrad o ,  c o l ab o rativ o ,  
ad ap tiv o

� H ab il ita l a p rác tic a d e 
segu rid ad  en b enef ic io  d el  
nego c io  

� R ed u c c ión d e riesgo ,  
c o m p l ej id ad  y  c o sto  to tal  d e 
p ro p ied ad  m ás b aj o

� P ro tege,  o p tim iz a y  c rec e su  
nego c io

c isc o . c o m / go / sec u rity
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C i s c o


