
© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cT E C N M S -2 0 0 5 1

Security Management

Omar Contreras G. omc ontre@ c i sc o.c om



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cT E C N M S -2 0 0 5 2

Connected World with 
Com p lex  S ecu rity  Cha lleng es  

The Business Impact of Security
� IT Risk Management
� Regu l ato r y  C o mp l ianc e
� S ec u r ity  as B u siness E nab l er

The N ew  Threat E nv ironment
� Th e E r o d ing P er imeter
� S P A M  /  Mal w ar e /  P r o f it D r iv en H ac king 
� D ata L o ss and  Th ef t

� Tel eP r esenc e/  V id eo  /  IM /  E mail
� Mo b il ity
� W eb  2 . 0  /  W eb  S er v ic es /  S O A

C ol l ab oration and  C ommunication
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Why  do I  need s ecu rity  m a na g em ent?

Security management is 
ab o ut h av ing th e righ t
to o l s o n th e righ t p l ace

Sometimes security can be a barrier
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N etwork  S ecu rity  P olicy
• Generi c  d oc u ment to " k eep  th e b ad  g u y s ou t“
• H ow  p ol i c i es are enf orc ed
• R u l es are f or i nd i v i d u al s or g rou p s i n a c omp any
• U nd erstand  w h at i nf ormati on and  serv i c es are 
av ai l ab l e 
• W h at th e p otenti al  i s f or a d amag e 
• I s  any  p rotec ti on al read y  i n p l ac e

� N o  d ir ec t p r iv il eged  l o gins
Mo nito r  ID S ,  S S H  l o gs f o r  su c c essf u l  r o o t l o gins

� U se str o ng p assw o r d s
V u l ner ab il ity  sc an f o r  r o u ter s w ith  d ef au l t 
p assw o r d s

� N o  inter net ac c ess f r o m p r o d u c tio n ser v er s
D eny  ser v er s c o nnec ting d ir ec tl y  to  Inter net

� N o  p r o to c o l  tu nnel ing
Mo nito r  ID S  al er ts f o r  p r o to c o l s tu nnel ed  o v er  
D N S  to / f r o m no n-D N S  ser v er s
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Why  do I  need s ecu rity  m a na g em ent?
• S e c u r i ty  i s  n o t a  p r o d u c t i ts  a l l  a b o u t a  p r o c e s s
• S e c u r i ty  m a n a g e m e n t i s  a  p r o c e s s  to  h a n d l e  a n d  s a v e  

c o m p a n i e s  a s s e ts ,  I T  a n d  k n o w h o w
• N o  b e s t p r a c ti c e  h o w  to  s e c u r e  y o u r  n e tw o r k
• S e c u r i ty  i s  i n d i v i d u a l  f o r  e a c h  e n te r p r i s e  to  d e te r m i n e  w h a t 

s e c u r i ty  i s  r e q u i r e d ,  w h e r e  a n d  w h e n  th e  p r o c e s s  s ta r ts  w i th  
a n  u n d e r s ta n d i n g  o f  th e  p o te n ti a l  th r e a ts

• T h r e a ts  m u s t b e  e v a l u a te d  i n  te r m s  o f  c o r p o r a te  r i s k
• R i s k  d e te r m i n e s  w h e th e r  th e  i m p l e m e n ta ti o n  o f  s e c u r i ty  to  

m i ti g a te  th e  th r e a t i s  j u s ti f i e d
• R i s k s  c a n  v a r y  g r e a tl y  b e tw e e n  c u s to m e r s
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Correlating information
W h at Y o u H av e to  D eal  W ith  :

- L ogs  from H os t I P S
- L ogs  from R ou ters
- L ogs  from N etw ork  I P S
- L ogs  from A A A  s erv ers
- L ogs  from F irew alls

I s  y ou r s ec u rity  team  ab le to 
analy z e w ith  th at in real time ?
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S ecu rity  M a na g em ent L if e Cy cle
Security is a p roccess w h ich  w e cal l ed  
Security Management Life Cycle

MONITOR &
RE S P ONDMONITOR &
RE S P OND

P L A NP L A N

A U D ITA U D IT

D E P L OYD E P L OY

Corporate
S ec u ri ty  
P ol i c y

� Plan your security
� I mp l ement and
d e p lo y  your security

� M o ni t o r th e incid ents
and  r e s p o nd to th em

� A u d i t and  I mp rov e 
your security p ol icy
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A g enda

DEPLOYDEPLOY

A U DI TA U DI T

PLA NPLA N

M ON I T OR  &
R ES PON DM ON I T OR  &
R ES PON D

Corporate
S ec u ri ty  P ol i c y
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S ecu rity  is  integ ra ted in the s y s tem

Security isn’t a d d ed  to  th e netw o rk ,  it is th e netw o rk
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P la nning  y ou r S ecu rity
Technology
� Secure access to your d ev ices

� S S H ,  S S L ,  S C P ,  S ec u r e ac c ess V TY
� S N MP v 3
� A A A  &  rol e b as ed  ac c es s
� O u t of  b an d  m an ag em en t

� P rotect th e core
� C o ntr o l  P l ane P r o tec tio n
� M an ag em en t P l an e P rotec ti on

� Secure your monitoring
� A CL  s y s l og  c orrel ati on
� N etf l o w  f o r  sec u r ity
� S D E E
� E m b ed d ed  E v en t M an ag er
� E mb ed d d ed  S y sl o g Manager

� P rotect your netw ork
� F ir ew al l
� A C L
� IP S / ID S
� V P N  – IP sec  &  S S L V P N
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NetFlow
I P  sou r c e tr a c k er
A C L s
u R P F
R T B H
Q oS tools
C on tr ol P la n e P oli c i n g
i A C L ’s B G P  b est p r a c ti c es
C P U  &  m em or y  th r esh old i n g
S y slog
S S H v 2
S NM P v 3
A u toS ec u r er
C L I  v i ews
Netf lowv 9

sec u r e V T Y
S S H  C on f i g u r a ti on
S NM P
P a sswor d s
G r a n u la r  A c c ess
A u toS ec u r e
T A C A C S
R A D I U S  8 0 2 . 1 x
P or t S ec u r i ty
D H C P  S n oop i n g  
S ou r c e G u a r d
T r u n k i n g
S p a n n i n g  T r ee
P V L A N
V A C L

D i sa b le a n y  u n u sed  p r otoc ols
V T Y  A C L s
C om m u n i ty  A C L
P r ev en t d ea d  T C P  sessi on s 
ser v i c e tc p -k eep a li v es-i n
U se ‘ty p e 5 ’ p a sswor d
ser v i c e p a sswor d  en c r y p ti on
A A A
S S H
I P S ec
3 D E S
NI P S / I D S
FW
S S L V P N
3 D E S

FP M
NB A R
S S L V P N
P E A P
E A P
E A P -FA S T
NA C
T K I P
A E S
Netf low9
P V L A N
H ost I D S / I P S
A V
C er ti f i c a te
A R P  I n sp ec ti on

B eing  told to s ecu re m y  network  ! ! !
Ind u str y  S ec u r ity  B est p r ac tic es.  In ad d itio n to  C C O  r eso u r c es:

h ttp : / / w w w . f ir st. o r g/ r eso u r c es/ gu id es/
h ttp : / / w w w . sans. o r g/ r eso u r c es/ p o l ic ies/
h ttp : / / w w w . ietf . o r g/ h tml . c h ar ter s/ o p sec -c h ar ter . h tml

S u b s e t o f  C i s c o  S e c u r i ty  F e a tu r e s / T e c h n o l o g y  ( c o n ti n u e d  . . . )
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R ole-B a s ed A cces s  Control
• D e f i n e s  C L I  a c c e s s  b a s e d  o n  a d m i n i s t r a t i v e  r o l e s
• D e f i n i n g  t h e  s e t  o f  C L I  c o m m a n d s  t h a t  a r e  a c c e s s i b l e  t o  a  p a r t i c u l a r  u s e r
• A v o i d s  u n i n t e n t i o n a l  e x e c u t i o n  o f  C L I  c o m m a n d s  b y  u n a u t h o r i z e d  p e r s o n n e l
• P r o h i b i t s  u s e r s  f r o m  v i e w i n g  C L I  c o m m a n d s  t h a t  a r e  i n a c c e s s i b l e  t o  t h e m

Secure access to your d ev ices

� R ole B a s ed  C L I  
V i ew s  w i t h C i s co 
S ecu r e A C S

� R ole-B a s ed  C L I  A cces s

Router(config) #  p a rs er v iew  outs ource-1
Router(config-v iew ) # p a s s w ord  5  V 14 o5 g1
Router(config-v iew ) #  com m a nd s  ex ec incl ud e s h ow  v ers ion 
Router#  ena b l e v iew  outs ource-1

h ttp: / / w w w . c i s c o. c om / en / U S / d oc s / i os / s ec u ri ty / c on
f i g u rati on / g u i d e/ s ec _ rol e_ b as e_ c l i _ ps 6 35 0 _ T S D _
P rod u c ts _ Con f i g u rati on _ G u i d e_ Ch apter. h tm l
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O u t-B a nd N etwork  M a na g em ent ( O O B )

4  T yp es of  out-of -band -manag ement
i n -b a n d -m a n a g e m e n t:

Traffic passes on same network path as end-u ser and serv er traffic
p s e u d o  o u t-o f -b a n d -m a n a g e m e n t:

N O C  traffic ru ns ov er different V L A N s/ su b nets than u ser and serv er 
traffic

r e a l  o u t-o f -b a n d -m a n a g e m e n t:
U ser,  serv er and N O C  traffic on consol e ports.  N o shared paths,  no I P ,
manag ement b y  ‘show’ commands

d a ta c o m m u n i c a ti o n s  n e tw o r k  ( D C N ) :
D C N  is network manag ement network.  S erv ice prov iders u se D C N  for
connectiv ity  b etween their O S S  appl ications and network el ements.  
N ormal  D ata P l ane traffic N E V E R  tou ches the D C N

Secure access to your d ev ices

O u t-o f -b a n d  m a n a g e m e n t a d d r e s s e s  th e  l i m i ta ti o n  b y  c r e a ti n g  a  
m a n a g e m e n t c h a n n e l  th a t i s  p h y s i c a l l y  i s o l a te d  f r o m  th e  d a ta  c h a n n e l  
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S u m m a ry :  P la nning  y ou r s ecu rity

� I s your netw ork  read y f or f uture incid ents?
� I s your security p ol icy up -to-d ate?
� A sk  in your comp any f or your security p ol icy ! ! !
� W h at is th e best tool / instrumentation to secure your 
netw ork ?
� D o you k now  your security-l if e-cycl e in your comp any?  

Security management is about having 
the right tool s on the right p l ace
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A g enda

DEPLOYDEPLOY

A U DI TA U DI T

PLA NPLA N

M ON I T OR  &
R ES PON DM ON I T OR  &
R ES PON D

Corporate
S ec u ri ty  P ol i c y
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R edu ce P olicy  A dm inis tra tion Com p lex ity
Problem
I nconsistent l arg e ru l e b ase,  ru l es are 
redu ndant b ased on u sag e

S olu t i on
A dv anced anal y sis tool s for the ru l e
b ase

E x a mp le
R u l e optimiz ation,  real -time hit cou nt,
redu ndant and b y passed ru l es anal y sis

B en ef i t
C onsistent and optimiz ed ru l e b ase



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cT E C N M S -2 0 0 5 17

R edu ce P olicy  A dm inis tra tion Com p lex ity

Re m o t e  B r a n c h

Re m o t e  B r a n c h

Re m o t e  B r a n c h

Remote
P ol i c y

Optionally override 
c entral polic y at 
loc al level

C or p or a te
P ol i c y

P olic y 
Ob j ec ts

Problem
E nforcing  consistent  pol icies across 
l arg e nu mb ers of dev ices

S olu t i on
P ol icy  sharing  and inheritance

E x a mp le
S hare common pol ices:  
e. g . ,  no N apster traffic,  al l ow S S H ,  S S L

B en ef i t
C onsistency  of pol icies at scal e
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I m p lem ent Colla b ora tiv e Cha ng e Control
Problem
E nforcing  internal  g ov ernance of 
pol icy  chang e manag ement

S olu t i on
W orkfl ow for chang e approv al  and 
depl oy ment

E x a mp le
M andate approv al  b efore chang e 
depl oy ments

B en ef i t
E nab l e col l ab oration b etween N etO ps
and S ecO ps

P ol i c y
D ef i n i ti on

U n d o

R ol l b ac k

N etw ork  Operations

S ec u rity Operations

C olla bora t e w i t h  C on f i d en c e

C r ea te/ E d i t
P ol i c y

Rev i ew /
S u b mi t

A p p r ov e/
C ommi t

G en er a te/
S u b mi t

J ob
A p p r ov e

J ob D ep l oyP ol i c y  
D ep l oy men t
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A dm inis tra tor R oles -B a s ed
A cces s  Control

Problem
E nab l ing  mu l tipl e u sers to make 
control l ed chang es to network pol icy

S olu t i on
R ol e-b ased access to specific dev ices 
and pol icy  fu nctions,  su pporting  
mu l tipl e simu l taneou s u sers
E x a mp le
C hris can chang e E ast coast firewal l s 
whil e P at tu nes W est coast I P S s

B en ef i t
E nab l e separation of du ties and report 
on adds,  mov es and chang es

C i s c o  S e c u r e  A C S

C i s c o  S e c u r i t y  
Ma n a g e r

A A A Remote 
A c c es s

C i s c o I O S
S of tw a r e

H ome 
O f f i c e

C i s c o P I X  A S A
F i r ew a l l  
F W S M , …



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cT E C N M S -2 0 0 5 20

Optimize IT Resources at Branch Locations
Problem
M anag ing  l arg e and distrib u ted 
b ranch and tel e-worker depl oy ments

S olu t i on
Z ero-tou ch simpl ified,  distrib u ted 
depl oy ment

E x a mp le
S el f prov ision the instal l ation of a new 
b ranch office or tel e-worker

B en ef i t
R edu ced technical  staff at remote 
sites,  decreased O pE x

U n i f i e d  
C o m m u n i c a t i o n sS e c u r i t y

Mo b i l i t y Ma n a g e m e n t

F am i l y

E m pl oy ee

H ead -E n d  M an ag em en t

Corporate 
Cam pu s

V P N  
R ou ters

W i rel es s  
L A N

Cal l  M an ag er

I n tern et
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C i s c o  S e c u r i t y Mo n i t o r i n g ,  
A n a l y s i s  a n d  Re s p o n s e  
S y s t e m ( C S -MA RS )

T he T ooling

Rap id  Th r eat 
Id entif ic atio n
and  Mitigatio n
To p o l o gy  
A w ar eness
D ata C o r r el atio n

C i s c o  S e c u r i t y  Ma n a g e r
( C S -M)

S imp l if ied  P o l ic y  
A d ministr atio n
E nd -to -E nd
C o nf igu r atio n
N etw o r kw id e o r  
D ev ic e-S p ec if ic

C o n f i g u r a t i o n
P r o v i s i o n i n g

M o n i t o r i n g
A n a l y s i s
M i t i g a t i o n

C S -M a n a g e r  a n d  C S -M A R S  w o r k  to g e th e r  to  p r o v i d e  a n  i n te g r a te d  
c o n f i g u r a ti o n  a n d  m o n i to r i n g  s o l u ti o n
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Cis co S ecu rity  M a na g er
Integrated Security Configuration Management

F i rew al l  M g m t V P N  M g m t I P S  M g m t R ed u c e O P E X
• U n i f i ed  s ec u ri ty  
m an ag em en t f or 
Ci s c o d ev i c es  
s u pporti n g  F W ,  
V P N ,  an d  I P S
• E f f i c i en tl y  m an ag e 
u p to 5 0 0 0  d ev i c es  
per s erv er
• M u l ti pl e v i ew s  f or 
tas k  opti m i z ati on
- D ev i c e V i ew
- P ol i c y  V i ew
- T opol og y  V i ew

• S u pport f or P I X ,  
A S A ,  F W S M ,  an d  
I O S  R ou ters
• R i c h  F W  ru l e 
d ef i n i ti on :  s h ared  
ob j ec ts ,  ru l e 
g rou pi n g ,  an d  
i n h eri tan c e
• P ow erf u l  an al y s i s  
tool s :  c on f l i c t 
d etec ti on ,  ru l e 
c om b i n er,  h i t 
c ou n ts ,  …

• S u pport f or P I X ,  
A S A ,  V P N S M ,  V P N  
S P A ,  an d  I O S  
R ou ters
• S u pport f or w i d e 
array  of  V P N  
tec h n ol og i es  s u c h  
as ,  D M V P N ,  E as y  
V P N ,  an d  S S L  V P N
• V P N  W i z ard  f or 3-
S tep P oi n t-an d -Cl i c k  
V P N  Creati on

• S u pport f or I P S  
S en s ors  an d  I O S  
I P S
• A u tom ati c  pol i c y  
b as ed  I P S  S en s or 
s of tw are an d  
s i g n atu re u pd ates
• S i g n atu re U pd ate 
W i z ard  al l ow i n g  
eas y  rev i ew / ed i ti n g  
pri or to d epl oy m en t
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D ev ice-Centric V iew

• S t a rt  w i t h  s i n g le d ev i c e
• C lon e a n d  rep li c a t e
• R a p i d ly  d ep loy  t h e 

d ev i c e s et t i n g s

• S t a rt  w i t h  s i n g le d ev i c e
• C lon e a n d  rep li c a t e
• R a p i d ly  d ep loy  t h e 

d ev i c e s et t i n g s
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P olicy -Centric V iew

• C en t ra li z ed  p oli c y  
ma n a g emen t

• Pow erf u l s c a la bi li t y  
v i a  i n h eri t a n c e,  reu s e,  
a s s i g n men t ,  a n d  s h a ri n g

• C en t ra li z ed  p oli c y  
ma n a g emen t

• Pow erf u l s c a la bi li t y  
v i a  i n h eri t a n c e,  reu s e,  
a s s i g n men t ,  a n d  s h a ri n g
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• Pu t  d ev i c es  on  c u s t omi z a ble 
ma p s ,  i ma g e ba c k d rop s

• B u i ld  V PN s  w i t h  ri g h t  c li c k
• C on f i g u re ru les  f rom ma p
• B u i ld  ma p s  w i t h i n  ma p s  t o s c a le

• Pu t  d ev i c es  on  c u s t omi z a ble 
ma p s ,  i ma g e ba c k d rop s

• B u i ld  V PN s  w i t h  ri g h t  c li c k
• C on f i g u re ru les  f rom ma p
• B u i ld  ma p s  w i t h i n  ma p s  t o s c a le

T op olog y -Centric V iew
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P olicy  S ha ring  – Write once,  dep loy  
a ccros s  dev ices  with the s a m e ca p a b ility
W hat I s I t?
� D ecou pl ed dev ices from pol ices
E x ampl e
� S hare common pol icies 

across dev ice g rou ps for
–B r anc h  f ir ew al l
–S ite-to -site V P N
–D ev ic e ad ministr atio n

� C orporate mandatory  pol icies
–N o  N ap ster  tr af f ic ,  p er io d
–A l l o w  S S H  and  S S L

B enefit
� R edu ced compl ex ity  

for administrators
� D o more with fewer resou rces

R em ote B ranc h

R em ote B ranc h

R em ote B ranc h

P o l i c y

P o l i c y

P o l i c y

O pti on al l y  O v erri d e 
Cen tral  P ol i c y  at 

L oc al  L ev el
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C is c o S ec u re A C S

C is c o S ec u rity M anag er

A A A

H om e 
O f f i c e 

R em ote 
A c c es s

Ci s c o 
I O S ® S of t
w are

Ci s c o 
P I X ®

F i rew al l  
an d  
Ci s c o 
A S A

W h at I s  I t?
• A u th en ti c ates  ad m i n i s trator’s  

ac c es s  to m an ag em en t s y s tem
• D eterm i n es  w h o h as  ac c es s  to 

s pec i f i c  d ev i c es  an d  pol i c y  
f u n c ti on s

E x am pl e
• V eri f i es  ad m i n i s trator an d  

as s oc i ate ad m i n i s trators  to 
s pec i f i c  rol es  as  to w h o c an  d o 
w h at

B en ef i t
• E n ab l es  d el eg ati on  of  

ad m i n i s trator tas k s  to m u l ti pl e 
operators  

• P rov i d es  appropri ate 
s eparati on  of  ow n ers h i p an d  
c on trol s

R ole B a s ed A cces s  Control
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Workflow
“E n a b l e  d i f f e r e n t  m a n a g e m e n t  t e a m s  t o  w o r k  t o g e t h e r ”

•

W h a t I s  I t?
� S tr u c tu r e d  p r o c e s s  f o r  

c h a n g e  m a n a g e m e n t th a t 
c o m p l e m e n ts  y o u r  
o p e r a ti o n a l  e n v i r o n m e n t

E x a m p l e
� W h o  c a n  s e t p o l i c i e s
� W h o  c a n  a p p r o v e  th e m
� W h o  c a n  a p p r o v e  

d e p l o y m e n t a n d  w h e n
� W h o  c a n  d e p l o y  th e m
B e n e f i t
� E n a b l e s  te a m w o r k  a n d  c o l l a b o r a ti o n  b e tw e e n  N e tO p s a n d  S e c O p s
� P r o v i d e s  s c o p e  o f  c o n tr o l

P ol i c y  D epl oy m en t
N etw ork  

O perati on s
P ol i c y  D epl oy m en t

U n d o

S ec u ri ty  
O perati on s
P ol i c y  D ef i n i ti on

A pprov eA pprov e
J obJ ob D epl oyD epl oy

Create/ E d i t
P ol i c y

R ev i ew /
S u b m i t

A pprov e/
Com m i t

G en erate/G en erate/
S u b m i t 
J ob
S u b m i t 
J ob

R ol l b ac k

F i rew a ll,  V PN ,  a n d  I PS  S erv i c es
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A g enda

DEPLOYDEPLOY

A U DI TA U DI T

PLA NPLA N

M ON I T OR  &
R ES PON DM ON I T OR  &
R ES PON D

Corporate
S ec u ri ty  P ol i c y
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Wha t is  a  T hrea t?
� Definition:

– A  p r o b a b l e  i m p e n d i n g  d a n g e r  o r  w a r n i n g  o f  
i m p e n d i n g  d a n g e r ,  e . g .  " a  t e r r o r i s t  t h r e a t "
– A n  a c t  o f  c o e r c i o n  w h e r e i n  a  n e g a t i v e  
c o n s e q u e n c e  i s  p r o p o s e d  t o  e l i c i t  r e s p o n s e

� You need to deter m i ne w h a t i s  c ons i der ed a  th r ea t i n y our  
env i r onm ent.   W h a t oth er s  c ons i der  a  th r ea t c a n b e a  
b us i nes s  op p or tuni ty  f or  y ou!

� K now i ng  w h a t to l ook  f or ,  y ou c a n i m p l em ent s om e k i nd of  
T h r ea t D etec ti on.   

� O nl y  onc e y ou k now  w h a t h a p p ened a nd w h er e,  y ou c a n 
ta k e p r op er  a c ti ons .  
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S ecu rity  I nf orm a tion M a na g em ent
� D efinition: S I M  r ef er s  to th e c ol l ec ti on of  da ta  i nto a  c entr a l  
r ep os i tor y  f or  tr end a na l y s i s ,  r educ e th e num b er  of  s ec ur i ty  
ev ents  to a  m a na g ea b l e a nd a c ti ona b l e l i s t,  a utom a ti ng   
a na l y s i s  s uc h  th a t r ea l  a tta c k s  a nd i ntr uder s  c a n b e 
di s c er ned.

� A  S I M  c ons i s ts  of  5  m a j or  el em ents :
� L o g  c o n s o l i d a ti o n
� T h r e a t c o r r e l a ti o n
� I n c i d e n t m a n a g e m e n t
� R e p o r ti n g
� T o p o l o g y  a w a r e n e s s

C o m p l i a n c e  i s  a n  o r th o g o n a l  p r o c e s s  to  c o r r e l a ti o n
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D ef ine y ou r rep orting  dev ices

S enso r s

C S -M A R S
S w itc h es

F ir ew al l s

M u lt i v en d or

V P N

Ro u ter s

W ir el ess D atab ases
A V

W eb  S er v er s

A A A S er v er s,  D eskto p s
W ind o w s,  U nix ,  L inu x

…
…

…
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Cisco Security MARS
A p p l i a n c e  B a s e d ,  P u r p o s e -B u i l t S o l u ti o n

• S c al ab l e f rom  S M B  th rou g h  E n terpri s e m ark ets
– S tan d al on e A ppl i an c es
– D i s tri b u ted  S tan d al on e A ppl i an c es
– T i ered  A ppl i an c es  u ti l i z i n g  a G l ob al  Con trol l er

• Col l ec tor,  D atab as e,  an d  R eporti n g  en g i n e al l  i n  on e b ox ,  s av i n g pow er 
an d  rac k  s pac e

• S i m pl e l i c en s i n g  – n o ad m i n i s trator l i c en s es  an d  n o ag en t c os ts

• H ard en ed  O S  i s  pre-i n s tal l ed ,  s h orten i n g  th e i n s tal l ati on  ti m e

• D atab as e i s  pre-i n s tal l ed ,  s el f -c on tai n ed ,  an d  s el f -m ai n tai n i n g
• N o D B A  S taf f  req u i red
• H el ps  i n  c on trol l i n g  on g oi n g  ex pen s es

• M od el s  av ai l ab l e w i th  red u n d an t d ri v es  an d  pow er s u ppl i es  to i n c reas e 
s ol u ti on  u pti m es
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Inc id ent D ash b o ar d
� A ggr egate
� C o r r el ate
� S u mmar iz e
1 5 , 4 2 7 , 1 0 5  E v ents

40  H i g h  S ev eri ty
I n c i d en ts

5 , 6 6 6 , 1 2 9  S essio ns

1 0 2  Inc id ents

• D ev ic e c o nf igu r atio n,  l o gging,  and  netw o r k to p o l o gy  inf o r matio n enab l es MA RS  to  
b u il d  a th r eat r eso l u tio n d ash b o ar d

• Rap id l y  id entif y  and  r eso l v e th r eats v ia Real -time D ata Red u c tio n,  A l l o w s 
A d ministr ato r s to  F o c u s O n P r io r ities

Cisco Security MARS
I n tu i ti v e  O p e r a ti o n a l  D a s h b o a r d
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Attack Start

C o m p ro m i s e d  h o s t 
p ro p ag ati n g  attack

C o m p ro m i s e d  h o s t

• CS -M A R S  b u i l d s  an  u n d ers tan d i n g  of  th e n etw ork  topol og y  an d  u s es  th i s  i n  d i s pl ay i n g  
th e path  an  attac k  tak es  th rou g h  th e n etw ork .  

• Col or c od i n g  of  el em en ts  al l ow s  f or rapi d  i d en ti f i c ati on  of  trou b l ed  d ev i c es  w h i l e th e 
topol og i c al  l ay ou t h el ps  to i m prov e trou b l es h ooti n g  an d  res pon s e ti m es .

Atta ck  P a th  a n d  T op ol og y Aw a ren ess
R a p i d  T h r e a t I d e n ti f i c a ti o n  I m p r o v e s  R e s p o n s e  T i m e
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• L ev era g es  N et F low or f i rew a ll 
S y s log mes s a g es  t o p rof i le 
t h e n et w ork  u s a g e

• D et ec t  s t a t i s t i c a lly  s i g n i f i c a n t  
a n oma lou s  beh a v i or f rom 
c omp u t ed  ba s eli n e,  i n c lu d i n g  
v i ru s es ,  w orms ,  a n d  p oli c y  
v i ola t i on s  s u c h  a s  p eer-t o-
p eer f i le s h a ri n g

• C orrela t e a n oma lou s  
beh a v i or t o a t t a c k s  a n d  ot h er 
ev en t s  rep ort ed  by  N et w ork  
I D S  s y s t ems .  

• E n a bles  d et ec t i on  of  a t t a c k s  
w h ere I D S / I PS  s i g n a t u res  d o 
n ot  ex i s t  a n d  f i rew a lls  a llow  
t ra f f i c  t h rou g h

An om a l y D etection
D a y  Z e r o  T h r e a t D e te c ti o n  I m p r o v e s  R e s p o n s e  T i m e

E x am ple of  a S as s er-D  b reak ou t f rom  a c u s tom er’s  s ite
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S es s ions

R u les
V e r i f y

I s olated E vents

D M ZO u tside

Router F i rew a l l I P S  S en s or S w i tc h W eb  S erv er

• CS -M A R S  tak es  ev en t d ata f rom  m u l ti pl e 
existing n etw ork  d ev i c es  an d  c orrel ates  i t 
i n to en d -to-en d  s es s i on s ,  i n c l u d i n g  pre-
an d  pos t-N A T  I P  ad d res s es

• A d d i n g  rou ter l og s ,  N etF l ow ,  s w i tc h  
l og s ,  an d  w eb  s erv er l og s  to th e ty pi c al l y  
c ol l ec ted  f i rew al l  an d  I P S / I D S  l og s  g i v es  
M A R S  a b etter u n d ers tan d i n g  of  w h at i s  
h appen i n g  on  th e n etw ork .

D a ta  Correl a tion
I n c r e a s e  th e  R O I  f o r  y o u r  E x i s ti n g  E q u i p m e n t

A c ti on ab l e I n tel l i g en c e



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cT E C N M S -2 0 0 5 38

� Use control capabilities within your infrastructure
– L ay er 2/ 3 attac k  path  i s  c l earl y  v i s i b l e
– E n f orc em en t d ev i c es  are i d en ti f i ed
– R es ol u ti on  c om m an d s  are prov i d ed
– A l tern ate en f orc em en t d ev i c es  al s o s u g g es ted

F i re w al l

R o u te r
Sw i tch

R ed u c e t h e t i me i t  t a k es  t o i d en t i f y  w h ere a n d  h ow  t o bloc k  a n  a t t a c k

I n tern a l  T h rea t Resol ution  
I m p r o v e  T h r e a t R e s p o n s e  T i m e s
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R u les  b a s ed correla tion

V a r i a b l e s  a n d  O p e r a to r s  a l l o w  C o n te x t S e n s i ti v e  C o r r e l a ti o n

� B u f f er ov erf l ow s

T arg et

1
2
3
4

5

P rob e

P en etrate

P ers i s t

P ropag ate

P aral y z e

� P as s i v e prob i n g  
( s c an / pi n g )

� I n s tal l  n ew  
s erv i c es
� W eb  
c on n ec ti on

� D el ete f i l es

� D e p e n d i n g  o n  th e  i n ci d e n t 
ty p e ,  y o u  co u l d  h av e  o n l y  s o m e  
o f  th e  s te p s .
� T h e  f o rm at an d  th e  e v e n ts  
ty p e  w i l l  d e te rm i n e  th e  i n ci d e n t 
s e v e ri ty
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MARS Tuning: Adapt rules to your network
I n th e S y s tem  R ul es ,  You C a n M odi f y  th e F ol l ow i ng :
� S our c e I P
� D es ti na ti on I P
� R ep or ti ng  dev i c e

A dd a n A c ti on ( i . e .  e m a i l  a l e r t)

E x ampl es of G ood P l aces to S tart W ith:
•E x c essiv e d enies f r o m th e same sr c
•W o r m p r o p agatio n
•E x c essiv e e-mail  f r o m th e same sr c  ( tu ne it to  ! =  e-mail  ser v er s)
•S u d d en inc r ease o f  tr af f ic  ( set N etf l o w  v al id  netw o r ks to  y o u r  insid e netw o r k)
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D istrib uted  P rotection
CS MARS a n d  CS Ma n a g er in  Action

� MA RS  d etec ts an 
attac k o r  netw o r k 
issu e w ith  mitigatio n 
p o int

� In C S -Manager  an 
A d ministr ato r  
u p d ates a sh ar ed  
p o l ic y  in o ne p l ac e

� P o l ic y  d ep l o y ed  to  
al l  ap p r o p r iate 
d ev ic es

D ata C enter
C orporate 

L A N

B ranc h  
Of f ic e

B ranc h  
Of f ic e

B ranc h  
Of f ic e

B ranc h  
Of f ic e

Prot ec t ed

M A R S
C S  M a n a g er

C N S -C E

22
33

11

44
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D ev ice T u ning :  E v ents  to P olicy  E diting

12

3
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T rending   a nd hig h lev el R ep orts
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A g enda

DEPLOYDEPLOY

A U DI TA U DI T

PLA NPLA N

M ON I T OR  &
R ES PON DM ON I T OR  &
R ES PON D

Corporate
S ec u ri ty  P ol i c y
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� Assessment - C om p a ni es  m us t a s s es s  th e I T  
i nf or m a ti on s ec ur i ty  l ev el s  w i th i n th ei r  or g a ni z a ti on.

� R emed i a ti o n - A f ter  th e a s s es s m ent,  or g a ni z a ti ons  m us t 
b r i ng  th e v a r i ous  I T  s y s tem s  i n l i ne w i th  th e es ta b l i s h ed 
s ec ur i ty  s ta nda r ds .  T h i s  i nc l udes  a c ti on p l a ns  f or  
p r ov i di ng  a deq ua te i nf or m a ti on s ec ur i ty .

� E nf o r c ement - C om p a ni es  m us t es ta b l i s h  a nd enf or c e 
p r oc es s es  to ens ur e s ec ur i ty  s ta nda r ds  a r e m et.  T h i s  
i nc l udes  th i ng s  l i k e p l a ns  f or  c onti nui ty  of  op er a ti ons  f or  
i nf or m a ti on s y s tem  r es our c es  i n c a s e of  di s a s ter  a nd 
p r oc edur es  f or  detec ti ng  a nd r es p ondi ng  to s ec ur i ty  
i nc i dents .

R eg u la tory  Com p lia nce R eq u irem ents
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F u lly  a u tom a ted network  conf ig u ra tion a nd 
cha ng e m a na g em ent ( N CCM )

T ools  M anag er
N etw ork  A rc h itec t
N etw ork  M anag er
S ec u rity E ng ineers
N etw ork  E ng ineers
N OC  Operators

I T  S taf f

Automate complex network 
manag ement tas ks  th roug h  
multi -th read ed  ev ent-d ri v en 
automati on eng i ne

C ontrol and  s tand ard i z e 
acros s  i nf ras tructure i n a 
central,  s ecure locati on

Aud i tor
M anag er
D i rector
N etwork 

M anag ement 
T ools

T rack all acti v i ty  d own to th e 
v ery  operator key s trokes

P rev ent errors  &  enf orce 
proces s  th roug h  centrali z ed  
poi nt of  control

N etw ork
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A  h i g h l y  s c a l a b l e ,  m u l ti -v e n d o r
o f f e r i n g  f o r  c e n tr a l i z e d  n e tw o r k  
c o m p l i a n c e m a n a g e m e n t
B est-in-b reed N etwork C onfig u ration and 
C hang e M anag ement ( N C C M )

� R eal -time chang e detection
� P re-depl oy ment v al idation
� P ol icy  enforcement

S ophisticated A u dit and C ompl iance 
A nal y sis

� S et pol icy  to track compl iance
� A u tomated g eneration of compl iance 

reports ( S O X ,  V I S A  C I S P ,  H I P A A ,  
G L B A ,  I TI L ,  C ob iT,  C O S O )

A dv anced W orkfl ows
� M odel  compl ex  proj ects
� D efine cu stom approv al  pol icies

E x tensiv e R eporting  
� N etwork statu s
� C ompl iance

Cis coWork s  N etwork  Com p lia nce 
M a na g er ( N CM )  O v erv iew
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Cis coWork s  N CM
F ea tu res  - 1

E asy  v isu al iz ation of topol og y
F acil itation of trou b l eshootingN e tw o r k  d i a g r a m

M ax imiz ed u ptime
E asy  au dit of config u ration chang es 

C o n f i g u r a ti o n  &  c h a n g e  
m a n a g e m e n t

E asy  model ing  of reg u l atory ,  corporate,  I T,  
technol og y  pol icies
V isib il ity  into network’s compl iance with 
pol icies
I dentification of critical  risks and v iol ations
P rioritiz ed triag e of compl iance v iol ations

A u d i t &  c o m p l i a n c e  
m a n a g e m e n t

E l imination of manu al  administration of 
dev ices

N e tw o r k  d i s c o v e r y  &  
i n v e n to r y  i m p o r t

B enef i tsK ey  F ea tur es
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Cis coWork s  N CM
F ea tu res  - 2

Th o u sand s o f  d ev ic e mo d el s/ v er sio ns su p p o r ted  o u t 
o f  th e b o x  ac r o ss C isc o  and  3 5  o th er  v end o r s
O b j ec t-o r iented  d r iv er  ar c h itec tu r e enab l es r ap id  
d r iv er  d ev el o p ment
F r eq u ent d r iv er  r el eases

M u l ti v e n d o r  s u p p o r t

Ro l e-b ased  ac c ess c o ntr o l  and  l o c k d o w n
C entr al iz ed  A C L  managementS e c u r i ty  m a n a g e m e n t
C l o se th e c h ange l o o p  w ith  r eal -time p r o c ess 
enf o r c ement

A d v a n c e d  w o r k f l o w  a n d  
a p p r o v a l s

E asy  c r o ss l au nc h  o f  C isc o W o r ks N C M and  
C isc o W o r ks L MS
C o nsistent netw o r k d atab ase v ia D ev ic e C r ed ential  
Rep o sito r y  ( D C R)
C o mb inatio n o f  netw o r k c o nf igu r atio n,  c h ange,  
c o mp l ianc e,  C isc o  IO S / C atO S  image management

I n te g r a ti o n  w i th  
C i s c o W o r k s  a p p l i c a ti o n s

B enef i tsK ey  F ea tur es
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Automated Configuration

NCM Benefits

M anual  Configuration
�MTTR f r o m c o nf igu r atio n er r o r :
1 5  minu tes
� O u tages &  sec u r ity  inc id ents d u e to  
manu al  mis-c o nf igu r atio ns:  2 0 %

� A v er age time to  d isc o v er  sec u r ity  
v u l ner ab il ity :  L ess th an 2  minu tes

� P r o v isio n new  d ev ic e:  2 0  minu tes

� C h anges p er  h o u r :  5 , 0 0 0
� A v er age amo u nt o f  netw o r k in 
c o mp l ianc e:  1 0 0 %

�MTTR f r o m c o nf igu r atio n er r o r :
15 0  m i n u tes
� O u tages &  sec u r ity  inc id ents d u e to  
manu al  mis-c o nf igu r atio ns:  8 0 %

� A v er age time to  d isc o v er  sec u r ity  
v u l ner ab il ity :  2 w eek s

� P r o v isio n new  d ev ic e:  6  h ou rs

� C h anges p er  h o u r :  20  

� A v er age amo u nt o f  netw o r k in 
c o mp l ianc e:  3%

S ou rc e:  20 0 5 E M A  S u rvey and c u s tom er f eedb ac k
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H ow  c a n  I  
rea c t 
on  

i n c i d en ts ?

H ow  to d ep l oy  
s ec uri ty  p ol i c i es ?

H ow  to a ud i t a g a i n s t
b es t p ra c ti c es ?

H ow  to c on trol  a n d  
s ec ure y our to 
n etw ork  a s s ets ?

D E P L O YD E P L O Y

A U D I TA U D I T

P L A NP L A N

M O N I T O R  &
R E S P O N DM O N I T O R  &
R E S P O N D

C orporate
S ec u rity 
P olic y

S ecu rity  M a na g em ent L if e Cy cle
I s  m y  s ec uri ty  

p ol i c y  up -to-d a te?

H ow  c a n  i m p rov e m y  
n etw ork  s ec uri ty ?

I s  m y  n etw ork  
c om p l i a n t?

A n y  n etw ork / c on f i g
c h a n g es ?

I s  m y  n etw ork  f a c i n g  
a n y  i n c i d en ts ?

H ow  c a n  I  
ef f i c i en tl y  

b l oc k  a tta c k s
b ef ore th ey  c rea te 
s eri ous  d a m a g e?  

H ow  to c on trol  a c c es s  
to y our d ev i c es  
a n d  a p p l i c a ti on s

A utom a ti on ,  
q ua l i ty ?
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Security Management 
is  a mus t ! ! !

Security P o l icy is  a mus t ! ! !

26.  A p r i l  1986,  T s c h e r n o b y l

p o w e r  p l a n t  c o n t r o l  c e n t e r
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