
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 1C i s c o  C o n f i d e n t i a l

Desktop Security

Omar Contreras G. omc ontre@ c i sc o.c om



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l 2

Today’s  S e c u r i t y C on c e r n s
T h e D ri v er f or A d v anc ed  E nd p oi nt S ec u ri ty

D ay -Z ero and  T arg eted  A ttac k s

H i d d en A c ti v i ty

D ata L eak ag e Comp l i anc e R eq u i rements
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C h an g i n g  F ac e  of  t h e  Th r e at  L an ds c ap e
Attackers Continue to Evolve

�Change in Purpose
Shift from fame to profit
Shift from attrac tin g  n otic e to 
d ev el opin g  an  as s et w ith ec on omic  v al u e

�Change in E x pec t ed  B eh a v i or
L es s  N ois y
M ore Sophis tic ated
M ore V arian ts ,  s mal l er s c ope 
of eac h
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S e c u r i t y S ol u t i on s
T y p ically  D ep loy ed

� Common sec u ri ty  sol u ti ons i nv ol v e:
F i rew al l s to i sol ate and  c ontrol  c ommu ni c ati on 
b etw een sec u ri ty  d omai ns
N etw ork  I P S to d etec t and  p rev ent mal i c i ou s netw ork  
ac ti v i ty
V P N s (I P sec ,  S S L )  to p rov i d e c onf i d enti al i ty ,  
au th enti c i ty  and  i nteg ri ty  of  d ata trav ersi ng  an 
u ntru sted netw ork  (e.g . I nternet)
E nd p oi nt p rotec ti on mec h ani sms (e.g . OS  f i l e ac c ess 
c ontrol ,  anti -v i ru s sof tw are,  h ost f i rew al l )  to h ard en 
end  d ev i c es (serv ers and  d esk top s)
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S e c u r i t y A g e n t
Alw ay s V ig ilant Com p reh ensive End p oint S ecurity

“Z e r o  U p d a t e ”
P r o t e c t i o n  S t o p s  
M a l i c i o u s  M o b i l e  
C o d e ,  W o r m s ,  
R o o t k i t s ,  
D a y -Z e r o  a n d  
T a r g e t e d  
A t t a c k s
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Co m p l et e E nd p o int  S ec u r it y

Defends endpoints against sophisticated day zero attacks

E nhances the C isco S el f Defending N etw ork

AntivirusAntivirus

Antisp y w a reAntisp y w a re

F ire w a l lF ire w a l l

I ntrusio n I ntrusio n 
P re ve ntio nP re ve ntio n

T h re a t T h re a t 
V isib il ityV isib il ity

Device Control
Ap

pli
ca

tio
n C

on
tro

l  

Anti Anti B o tne tB o tne t
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D e t ai l e d Z e r o-U p dat e  M al w ar e  N ot e s
http://w w w . c i s c o . c o m /g o /c s a
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T arget

1
2
3
4

5

Probe

Pen et ra t e

Pers i s t

Prop a g a t e

Pa ra l y z e

• Pi n g  a d d res s es
• S c a n  p ort s
• G u es s  u s er a c c ou n t s
• G u es s  m a i l  u s ers

• M a i l  a t t a c h m en t s
• B u f f er ov erf l ow s
• A c t i v eX  c on t rol s
• N et w ork  i n s t a l l s
• C om p res s ed  m es s a g es
• G u es s  B a c k d oors

• C rea t e n ew  f i l es
• M od i f y  ex i s t i n g  f i l es
• W ea k en  reg i s t ry  s ec u ri t y  s et t i n g s
• I n s t a l l  n ew  s erv i c es
• R eg i s t er t ra p  d oors• M a i l  c op y  of  a t t a c k

• W eb c on n ec t i on
• I R C
• F T P
• I n f ec t  f i l e s h a res• D el et e f i l es

• M od i f y  f i l es
• D ri l l  s ec u ri t y  h ol e
• C ra s h  c om p u t er
• D en i a l  of  s erv i c e
• S t ea l  s ec ret s

�Rapidly Mutating
�C o ntinual s ignatur e

update s
�I nac c ur ate
�F o c us  o n V ulne r ab ility

�Rapidly Mutating
�C o ntinual s ignatur e

update s
�I nac c ur ate
�F o c us  o n V ulne r ab ility

� Mo s t dam aging
� F o c us  o n e x plo it
� C h ange  v e r y s lo w ly
� I ns pir atio n f o r  C is c o

S e c ur ity A ge nt s o lutio n

B e h a vio ra l  P ro te c tio n f o r E nd p o ints
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“H o s t ” S e c u r i t y  P o l i c i e s
P o l i c y  D e s c r i p t i o n F u n c t i o n

A n t i v r u s -B e h a v i o r -B a s e d
( M a i n  P o l i c y )

T h i s  m o n i t o r s  a n d  c o n t r o l s  a p p l i c a t i o n s  
t h a t  a r e  n o t  t r u s t e d .  S u s p i c i o u s  b e h a v i o r  i s  
m o n i t o r e d .  D a n g e r o u s  b e h a v i o r  i s  
p r e v e n t e d .  M a l i c i o u s  b e h a v i o r  w i l l  r e s u l t  i n  
t h e  a p p l i c a t i o n  b e i n g  t e r m i n a t e d .  
L e g i t i m a t e  c l i e n t  a p p l i c a t i o n s  a r e  a l s o  
p r o t e c t e d  f r o m  d a t a  d r i v e n  m a l w a r e .  

Anti-S p y w a r e T h i s  p r o t e c t s  a g a i n s t  S p y w a r e .  I t  d e t e c t s  
a p p l i c a t i o n s  w h i c h  m o n i t o r  u s e r  i n p u t ,  a s  
w e l l  a s  m e d i a  d e v i c e s .  I t  a l s o  d e t e c t s  t h e  
m o d i f i c a t i o n  o f  b r o w s e r  s e t t i n g s .

Anti-R o o tk it T h is  d e te c ts  th e  m o d if ic a tio n o f  th e  o p e r a ting  
s y s te m  k e r ne l  f u nc tio na l ity  b y  r o o tk its .

F ir e w a l l - C e ntr a l l y  M a na g e d  T h is  p r o v id e s  a  c e ntr a l l y  m a na g e d  d is tr ib u te d  
f ir e w a l l  f o r  D e s k to p  S y s te m s . O u tg o ing  
c o nne c tio ns  a r e  a l l o w e d . I nc o m ing  c o nne c tio ns  
to  f ix e d  o r  w e l l  k no w n s e r v e r  p o r ts  a r e  d e nie d . 
P r o te c tio n f r o m  ne tw o r k  b a s e d  a tta c k s  is  a l s o  
p r o v id e d . T h is  inc l u d e s  p r o te c tio n a g a ins t B u f f e r  
O v e r f l o w s ,  a s  w e l l  a s  I P  p a c k e t b a s e d  e x p l o its .
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“Z e r o  U p d a t e ” S e c u r i t y  P o l i c i e s
P o l i c y  D e s c r i p t i o n F u n c t i o n

Q u a r a n t i n e d  C o m p r o m i s e d  H o s t s T h i s  q u a r a n t i n e s  s y s t e m s  t h a t  h a v e  b e e n  
c o m p r o m i s e d  b y  a  r o o t k i t ,  p r e v e n t i n g  
c o m m u n i c a t i o n  o n  t h e  n e t w o r k .

Q u a r a ntine d  C o m p r o m is e d  Ap p l ic a tio ns T h i s  q u a r a n t i n e s  c o m p r o m i s e d  
a p p l i c a t i o n s ,  a n d  p r e v e n t s  t h e m  f r o m  
h a r m i n g  t h e  s y s t e m  o r  o t h e r  a p p l i c a t i o n s

Au d it S y s te m  I ne tg r ity T h is  d e te c ts  s u s p ic io u s  b e h a v io r  o n h o s ts ,  a s  
w e l l  a s  s y s te m  c o nf ig u r a tio n c h a ng e s  w h ic h  m a y  
a f f e c t s y s te m  inte g r ity .
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S ec u r it y - A nt iv ir u s - B ehav io r  B as ed  

–D o w n l o a d e d  a p p l i c a t i o n s  a r e  e x e c u t a b l e  f i l e  t y p e s
–D o w n l o a d e d  d a t a  a r e  n o n -e x e c u t a b l e  f i l e s  c o n t a i n i n g  s c r i p t a b l e  

e x e c u t a b l e  c o d e ,  o r  a  b u f f e r  o v e r f l o w  e x p l o i t
–U s e r  e x p e c t s  “F u n n y  B u n n y ” g a m e  – u s e r  g e t s  F u n n y  B u n n y  t r o j a n
–D a t a  c a n  a r r i v e  v i a  a n y  p r o t o c o l  o r  c l i e n t

• E m a i l ,  b r o w s e r ,  I n s t a n t  M e s s e n g e r ,  P 2 P ,  f i l e  s h a r e s ,  e t c
• C o n t e n t  c a n  i n c l u d e  O f f i c e ,  V i d e o ,  A u d i o ,  P D F ,  e t c
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S ec u r it y  - F ir ew al l  Cent r al l y  M anaged

–C e n t r a l l y  d e f i n e d  p e r -a p p l i c a t i o n  p o r t  b l o c k i n g
–I n s i d e -t h e -o f f i c e / o u t s i d e -t h e -o f f i c e  c o n t r o l
–B l o c k s  n e t w o r k  w o r m s
–W i n d o w s  s e r v i c e  s h i e l d i n g / B u f f e r  O v e r f l o w  p r e v e n t i o n  a n d  

r e m e d i a t i o n
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D y nam ic  S er v ic e S hiel d ing

C S A
M a n a g e m e n t
C e n t e r1 . R P C  A t t a c k1 . R P C  A t t a c k 3 . E v e n t

N o t i f i c a t i o n
3 . E v e n t

N o t i f i c a t i o n 4 . C o r r e l a t i o n  o f  
E v e n t s

4 . C o r r e l a t i o n  o f  
E v e n t s5 . D i s t r i b u t i o n  o f  

s i g n a t u r e s
5 . D i s t r i b u t i o n  o f  

s i g n a t u r e s

A t t a c k e r

2 . A g e n t s  c r e a t e  
I P S  s i g n a t u r e

2 . A g e n t s  c r e a t e  
I P S  s i g n a t u r e
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S ec u r it y  – Q u ar ant ine Co m p r o m is ed  
A p p l ic at io ns

–A p p l i c a t i o n  q u a r a n t i n e d  i f  i t  i s  i n  “S u s p e c t  V i r u s  A p p l i c a t i o n s ”
s t a t e

• N e w  v a r i a n t,  m u ta te d  v i r u s  – n o  s i g n a tu r e  y e t
–A p p l i c a t i o n  q u a r a n t i n e d  i f  o n  c e n t r a l l y  d e f i n e d  “B l a c k  L i s t ”

• P r o hi b i t u s e  o f  u n d e s i r e d  a ppl i c a ti o n s  l i k e  L i m e w i r e
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A V  S ignat u r e B as ed

–C S A  D a y -Z e r o  p r e v e n t i o n  s t o p s  v i r u s  e x e c u t i o n
–O p e n  S o u r c e  C l a m A V d e t e c t s  m a l w a r e  b y  n a m e
–C S A  q u a r a n t i n e s  a n d / o r  d e l e t e s  m a l w a r e  i d e n t i f i e d  b y  C l a m A V
–E n a b l e d  b y  C S A  C l a m A V P o l i c y
–F u l l  s c a n s  c a n  b e  p e r f o r m e d  o n  a  w e e k l y ,  a n d  m o n t h l y  s c h e d u l e .
–O n  d e m a n d -s c a n s  c a n  a l s o  b e  p e r f o r m e d  b y  e n d  u s e r .
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S o u r c e :  S h a d o w s e r v e r .o r g w il d  te s ting

� C l a m A V i s  w i d e l y  d e p l o y e d  o n  U N I X / L i n u x  e -m a i l  
s e r v e r s

– S c rub s e -m a il  tra f f ic  f o r m a l w a re
– P ro te c ts m il l io ns o f  W ind o w s d e sk to p s 
– D a ta b a se  c o nta ins o ve r 2 0 0 , 0 0 0  uniq ue  
sig na ture s

I n t e g r at e d A g e n t
w ith  Clam  Antivirus 

S h a d o w s e r v e r F o u n d a t i o n  i n d e p e n d e n t  
r e s e a r c h :   C l a m A V h a s  h i g h  d e g r e e  o f  
m a l w a r e  d e t e c t i o n  a c c u r a c y .
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CS A  +  Cl am A V – A  c o m p l et e ant iv ir u s  s o l u t io n
F e a t u r e C l a m  O n l y C S A  +  C l a m  c o m b o
S i g n a t u r e  d a t a b a s e � �
B u l k  f i l e  s y s t e m  s c a n � �
R a p i d  S i g n a t u r e  U p d a t e � �
O n -D e m a n d  s c a n � �
Q u a r a n t i n e  &  d e l e t e  m a l w a r e � �
C e n t r a l i z e d  m g m t  &  r e p o r t i n g � �
P r o t e c t i o n  f r o m  d a y  z e r o  t h r e a t s � �
R o o t k i t p r o t e c t i o n � �
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CS A  agent  s end s  ant iv ir u s  al er t s  t o  t he CS A  M C

C l a m  A V  d e te c ts  m a l w a r eC S A  P r e v e n ts  m a l w a r e  i n s ta l l a ti o n
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C i s c o S e c u r i t y A g e n t
Alw ay s V ig ilant Com p reh ensive End p oint S ecurity

I d e n t i f y  a n d  C o n t r o l  
S e n s i t i v e

I n f o r m a t i o n
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D at a L o s s  P r ev ent io n

C S A  i n c o r po r a te s  D L P  P o l i c y  a n d  c o n tr o l s  to  e d u c a te  o r  pr e v e n t u s e r s  f r o m  
V i o l a ti n g  C o r po r a te  S e c u r i ty  P o l i c i e s  s u r r o u n d i n g  s e n s i ti v e  i n f o r m a ti o n .
T he s e  po l i c i e s  a l s o  pr o te c t the  i n f o r m a ti o n  f r o m  m a l i c i o u s  thr e a ts .
R e m o te  u s e r s  m u s t ha v e  V P N  c o n n e c ti o n  e s ta b l i s he d  i n  o r d e r  to  a c c e s s
c o r po r a te  s e n s i ti v e  d a ta .
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I d ent if y  S ens it iv e D at a – C on t en t o r  C on t ex t
F i l e  C o n te n t – c e r ta i n  d a ta  pa tte r n s  a r e  r e c o g n i z e d

F i l e  C o n te x t – d a ta  w r i tte n  b y  c e r ta i n  a ppl i c a ti o n s  i s  k n o w n  to  b e  s e n s i ti v e
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E d uca te / a n d  or E n f orce
� E d u c a t e  t h e  u s e r ,  i f  t h e  u s e r  i s  n o n -c o m p l i a n t ,  b u s i n e s s  j u s t i f i c a t i o n  

n o t i c e s  c a n  b e  a p p l i e d .
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C i s c o S e c u r i t y A g e n t
Alw ay s V ig ilant Com p reh ensive End p oint S ecurity

C o r p o r a t e  
A c c e p t a b l e  U s e

R e g u l a t o r y  
C o m p l i a n c e  ( P C I )
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C S A ’s  A c c e p t a b l e  U s e  P o l i c i e s

P o l i c y  D e s c r i p t i o n F u n c t i o n

B l o c k  W r iting  F il e s  to  U S B  D e v ic e s T h is  p r e v e nts  w r iting  f il e s  to  U S B  d e v ic e s

F ir e w a l l   - U s e r  M a na g e d Al l o w  e nd  u s e r s  to  f u r th e r  r e s tr ic t ne tw o r k  a c c e s s  
a b o v e  D is tr ib u te d  F ir e w a l l  c o ntr o l s

P C I  p o l ic ie s P C I -c e r tif ie d  p o l ic ie s  f o r  9  o u t o f  1 2  P C I  
r e q u ir e m e nts  ( a v a il a b l e  f r o m  C is c o  o n r e q u e s t)

R e q u ir e  V P N  H o s ts  o n I ns e c u r e  N e tw o r k s T h is  r e q u ir e s  h o s ts  o n ins e c u r e  w ir e l e s s  o r  
r e m o te  ne tw o r k s ,  e s ta b l is h  a  V P N  to  th e  
c o r p o r a te  ne tw o r k  f o r  f u l l  I nte r ne t c o nne c tiv ity .

B l o c k  W ir e l e s s  B r id g ing T h is  p r e v e nts  w ir e l e s s  ne tw o r k  c o nne c tiv ity  o n 
h o s ts  th a t a r e  d ir e c tl y  c o nne c te d  to  th e  c o r p o r a te  
( w ir e d )  e th e r ne t.
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A c c ep t ab l e U s e – B l o c k  w r it ing f il es  t o  U S B

–C o n t r o l s  a l l  U S B  f i l e  s y s t e m  t y p e s
–R e m o v a b l e  ( m e m o r y  s t i c k )  o r  f i x e d  ( i P o d )
–F l o p p y ,  C D ,  F l a s h ,  H a r d  d i s k
–D e f a u l t :  A s k  u s e r  t o  j u s t i f y  a c t i o n
–C u s t o m :  S i l e n t  a u d i t  o r  b l o c k
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A c c ep t ab l e U s e – P er s o nal  F ir ew al l

–A l l o w  e n d  u s e r  t o  r e q u i r e  m o r e  
s t r i n g e n t  c o n t r o l  t h a n  c e n t r a l ,  
d i s t r i b u t e d  f i r e w a l l  p o l i c y

–C o n t r o l l e d  v i a  a g e n t  G U I
–U s e r  c a n  A l l o w / D e n y  e a c h  

a p p l i c a t i o n  w h e n  i t  t r i e s  t o  u s e  t h e  
n e t w o r k
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C i s c o S e c u r i t y A g e n t
Alw ay s V ig ilant Com p reh ensive End p oint S ecurity

N A C
N I P S

W i r e l e s s
T r a f f i c  M a r k i n g

E v e n t  C o r r e l a t i o n
D a t a  L o s s  P r e v e n t i o n
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A c c ep t ab l e U s e – W ir el es s  o r  R em o t e H o s t s

–E n f o r c e  c o r p o r a t e  W i r e l e s s  s e c u r i t y  p o l i c y
• B l o c k  u s e  o f  A d  H o c  m o d e
• B l o c k  w i r e l e s s -t o -w i r e d  b r i d g i n g  w h e n  d o c k e d  i n  o f f i c e

–R e q u i r e  u s e  o f  V P N  i f  u s e r  i s  o u t  o f  t h e  o f f i c e
–O p t i o n a l :  R e q u i r e  u s e  o f  c o r p o r a t e  S S I D  a n d  e n c r y p t i o n  w h e n  

a v a i l a b l e
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D e s k t o pD e s k t o p
D S C P  M a r k i n g  b y  A p p l i c a t i o n  o r  O SD S C P  M a r k i n g  b y  A p p l i c a t i o n  o r  O S

P e r -A p p l i c at i on  N e t w or k  O p t i m i z at i on  
(Q oS )
A v a i l a b l e  v i a  A d v a n c e d  G U I  o p t i o n  o n  C S A M C

I n t e r n e t  E x p l o r e r

B i t T o r r e n t

C i s c o  I P  
C o m m u n i c a t o r
F T P  C l i e n t

D S C P  M a r k i n g  b y  
C S A

D S C P  M a r k i n g  b y  
C S A

D e f a u l t
A F 1 1

E F

D e f a u l t

A F 1 1
D e f a u l t

E F

A F 1 1

� C l a s s -B a s e d  W e i g h t e d  F a i r  
Q u e u i n g  ( C B -W F Q )

� L o w -L a t e n c y  Q u e u i n g  
( L L Q )

� C l a s s -B a s e d  W e i g h t e d  F a i r  
Q u e u i n g  ( C B -W F Q )

� L o w -L a t e n c y  Q u e u i n g  
( L L Q )

A F 1 1 : 5 0 %  ( C B -W F Q )
E F : 1 5 %  ( L L Q )
D e f a u l t : 1 0 %  ( C B -W F Q )
A F 1 1 : 5 0 %  ( C B -W F Q )
E F : 1 5 %  ( L L Q )
D e f a u l t : 1 0 %  ( C B -W F Q )

� “B a d ” s o f t w a r e  c a n  m a r k  p a c k e t s  t o :
� G e t  a  b e t t e r  s e r v i c e  f r o m  t h e  n e t w o r k
� T o  p e r f o r m  a n  a t t a c k  ( e . g .  f l o o d i n g  w i t h  E F -m a r k e d  p a c k e t s  c a n  c a u s e  D o S f o r  
I P  t e l e p h o n y )

� U s e  C S A  t o  r e m a r k  p a c k e t s  a c c o r d i n g  t o  Q o S d e s i g n
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N AC  Ap p l ia nc e
• V e r i f i e s  C S A  v e r s i o n  a n d  i f  i t ’s  
r u n n i n g

• C h e c k  s y s t e m s  s t a t e s  l i k e  
“i n s e c u r e  b o o t  d e t e c t e d ” a n d  i f  
s e n s i t i v e  d a t a  e x i s t s

• C h e c k  u s e r  i d e n t i t y  i f  C S A  
r e p o r t s  s e n s i t i v e  d a t a  i s  o n  
s y s t e m

N e t w or k  I n t e g r at e d S ol u t i on s
CS A w ith  N AC,  D L P  and  I ronP ort

I r o n P o r t

I nte r ne t

C is c o  S e c u r ity  Ag e nt
• P r e v e n t  l o s s  o f  s e n s i t i v e  d a t a :
• S c a n  d a t a  f i l e s  f o r  s e n s i t i v e  d a t a  
• P r e v e n t  c o p y i n g  t o  e x t e r n a l  m e d i a  ( U S B  f l a s h  a n d  
d i s k ,  I R / B l u e t o o t h  d e v i c e s )

• P r e v e n t  u s i n g  w i t h  ( i n t e r ) n e t w o r k a p p l i c a t i o n s  ( e -
m a i l ,  I M ,  b r o w s e r )

• P r e v e n t s  b y p a s s  o f  I r o n P o r t n e t w o r k  p r o t e c t i o n

I r o nP o r t
• P r e v e n t  D a t a  L o s s  a t  N e t w o r k  
P e r i m e t e r  

• M u l t i -P r o t o c o l  S c a n n i n g
• L e v e r a g e  E x i s t i n g  A n t i -S p a m  
a n d  A n t i -S p y w a r e  I n f r a s t r u c t u r e

I ntr a ne t
N A C  

A p p l i a n c e
A S A
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C i s c o S e c u r i t y A g e n t
Alw ay s V ig ilant Com p reh ensive End p oint S ecurity

C o r p o r a t e  
A c c e p t a b l e  U s e

R e g u l a t o r y  
C o m p l i a n c e  ( P C I ) P O S  P ro te c tio n

L a p to p  – D e sk to p
P ro te c tio n

S e rve r P ro te c tio n
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