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Today’s Security Concerns
The Driver for Advanced Endpoint Security

Windows flaw adds to Microsoft's | Day-Zero and Targeted Attacks
zero-day trouble

April 11, 2007 11:04 AM POT Forbes
& delicio.us 27 Digqg this Ecom

In addition to a trio of zero-day bugs in Office, a
yet-to-be-patched vulnerability has been reported |
Windows,

eb Privacy

Sample code that exploits a flaw in the way Windo HD UCh anacy .
handles help system files has been posted to the Ifbisa Lerer, 12.05.06, B:00 A ET

ComScore Metworks is the Big Brother of the Internet. The widely used online research

H Idden ACtIVIty company takes virtual photos of every YWeb page viewed by its 1 million participants, even

transactions completed in secure sessions, like shopping or online checking. Then comScore
sis for its over 500 clients, including such large
Jrives Mew York Times Co.

VIHITArv oCrels 1or adle on ofoien Liad

Posted by samzenpus on Thu Apr 13, '06 05:03 AM

from the find-the-battleship dept. d a rk R E A D I N G

nTfAce writes

RISKTYT BUSINESS

"Pera BBC Adicle, "US forces in Afghanistan arg
computer hardware cantaining military secrets is o E = =
beside a big US base. Shopkeepers at a market REta I Iers Stl I I Lag In PCI Compl Ian{:e
kabul, have been selling memory drives stolen fro

Times newspaper says."
APRIL A7, 2007 | Even after the reputation-damaning data losses experienced at T Companies and other
retail arganizations, many merchants still have not complied with security standards set by credit card
autharities, according to a study released yvesterday.

Compliance Requirements

Data Leakage
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Changing Face of the Threat Landscape

Attackers Continue to Evolve

=Ch in P ot
Change in Purpose o

Shift from fame to profit k‘

Shift from attracting notice to

developing an asset with economic value
= Change in Expected Behavior

Less Noisy

More Sophisticated

More Variants, smaller scope
of each
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Security Solutions
Typically Deployed

= Common security solutions involve:

Firewalls to isolate and control communication
between security domains

Network |IPS to detect and prevent malicious network
activity

VVPNs (IPsec, SSL) to provide confidentiality,
authenticity and integrity of data traversing an
untrusted network (e.g. Internet)

Endpoint protection mechanisms (e.g. OS file access
control, anti-virus software, host firewall) to harden
end devices (servers and desktops)
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Security Agent

Always Vigilant Comprehensive Endpoint Security

“Zero Update”
Protection Stops
Malicious Mobile
Code, Worms,
Rootkits,
Day-Zero and
Targeted
Attacks

SINGLE INTEGRATED AGENT AND MANAGEMENT
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Complete Endpoint Security

Intrusion Antivirus
Prevention

Threat y) | Antispyware
Visibility e, | s

Application Control
JoJ3UO0D 32IAD(Q

Anti Botnet Firewall
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Detailed Zero-Update Malware Notes

Worldw
Al http://www.cisco.com/go/csa
CISCO
Solutions Products & Services Ordering Support Training & Events Partn
HOME Cisco Security Agent
FPRODUCTS & SERVICES Bu”etlns
SECURITY _ _ _
SIS0 SECURTY AGENT Fead updated news and information about Cisco products.
FRODUCT LITERATURE Cisco Secunty Agent Besponse to September Microsoft Security Bulletins
At.a.Glance 17 izepf2007
Cizco Security Agent Fesponse to August Microsoft Security Bulletins
Brochures 23/Aug2007
GBS Cisco Security Agent Response to July Microsoft Security Bulleting
Case Studies 23fAug2007
Data Sheets Cisco Secunty Agent and MPack Enabled Mabware
End-of-Life and End-of-Sale 10Aulf2007
Motices Cisco Security Agent and Microsoft DN ODay Exploit
Presentations 23fApri2007
084 54 and Windows Animated Cursor Stack Overflow Yulnerability (AN O-day) exploit
) 13 A 2007
White Papers Cisco Security Agent and YWin32 Rinkot. H exploit
05/Apr2007
Cisco Security Agent and the Microsoft Win32Muwar M (Storm Trojan) Exploit
28/ arf2007
Howe CT5A protects against MS07-014 exploits
28/ arf2007
Cigco Security Agent Yersion 5.2
05/F ebs2007
How C5A Protects Against the Symantec Big Yellow BotWorm Exploit




Behavioral Protection for Endpoints

é Rapidly Mutating

é Continual signature
updates

é Inaccurate

“Focus on Vulnerability

ing addresses

» Scan ports

* Guess user accounts
* Guess mail users

* Mail attachments
» Buffer overflows
* ActiveX controls
* Network installs

+ Compressed messages
* Guess Backdoors

Probe

1
\J\ZJ Penetrate
e) Persist

4 Propagate

* Create new files

* Modify existing files
» Weaken registry security settings
* Install new services

* Mail copy of attack « Register trap doors
« Web connection

* IRC
* Delete files *FTP «
« Modify files * Infect file shares

* Drill security hole

* Crash computer
- Denial of service ’

» Steal secrets

Paralyze

& Most damaging
v’ Focus on exploit
\/Change very slowly

v’ Inspiration for Cisco
Security Agent solution
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“Host” Security Policies

Policy Description Function
Antivrus-Behavior-Based This monitors and controls applications

: : that are not trusted. Suspicious behavior is
(Main Policy)

monitored. Dangerous behavior is
prevented. Malicious behavior will result in
the application being terminated.
Legitimate client applications are also
protected from data driven malware.

Anti-Spyware This protects against Spyware. It detects
applications which monitor user input, as
well as media devices. It also detects the
modification of browser settings.

Anti-Rootkit This detects the modification of the operating
system kernel functionality by rootkits.

Firewall- Centrally Managed This provides a centrally managed distributed
firewall for Desktop Systems. Outgoing
connections are allowed. Incoming connections
to fixed or well known server ports are denied.
Protection from network based attacks is also
provided. This includes protection against Buffer
Overflows, as well as IP packet based exploits.
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“Zero Update” Security Policies

Policy Description Function

Quarantined Compromised Hosts This quarantines systems that have been
compromised by a rootkit, preventing
communication on the network.

Quarantined Compromised Applications This quarantines compromised
applications, and prevents them from
harming the system or other applications

Audit System Inetgrity This detects suspicious behavior on hosts, as
well as system configuration changes which may

affect system integrity.
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Security- Antivirus- Behavior Based

[a—

' [¥] Anti-Spyware [Ve.0.1 rg8] A
' /] Anti-Yirus - Behavior based (desktops) [v6.0.1 ra6] [warning O

E O Anti-¥irus - Behavior based {desktops] [V6.0.1 rB6]

p Security Folicy: This monitors and controls applications that are not trusted.

1 Suspicious hehawior [s monftored, Dangerous hehawior (s prevented, Malicious
hehawior vl resalt in the application being terminated, Legiimate cifent applications
E U are also protected from data driven malware, The secur?y offered by this serwvice s
complementary o (and not & substitute for) Signature based Andi-lfirus protection

' ¥ Firewall - Centrally Managed (desktops) [v6.0.1 ré6] [warning O
: [#] Firewall - User Managed [5.0.1 ra6] [warning O

—Downloaded applications are executable file types

—Downloaded data are non-executable files containing scriptable
executable code, or a buffer overflow exploit

—User expects “Funny Bunny” game — user gets Funny Bunny trojan
—Data can arrive via any protocol or client

« Email, browser, Instant Messenger, P2P, file shares, etc

« Content can include Office, Video, Audio, PDF, etc
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Security - Firewall Centrally Managed

' ¥ Firewall - Centrally Managed (desktops) [v6.0.1 ré8] [warningl ]

E V l. Tl i an L= 2 r . o

+ — |Firewall - Centrally Managed (desktops) [V5.0.1 rfi]
y Y Sequrity Palicy: This provides & centrally managed distributed firewall for Desktop
1 ] Spstems, Qutgaing connections are allowed, Inooming connections fo fived or wel
\ — |known server ports are denied, Protection from network based attacks is also

i_ provided, This includes protection against Buffer Qrerflows, as well as [P packet
v |based exploits,

n
| Hu-—-.- TTCOCTTTO T T g T OO T TT

. Available kits for this group: 1 agent kit

=1

@ Changes to this group will affect the hosts and kits referenced above,

—Centrally defined per-application port blocking
—Inside-the-office/outside-the-office control
—Blocks network worms

—Windows service shielding/Buffer Overflow prevention and
remediation
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Dynamic Service Shielding

@ CSA
— Management

Ll

1. RPC Attack 3. Event ——> @ Center

Notification 4. Correlation of
Events

2. Agents create
IPS signature
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Security — Quarantine Compromised
Applications

g — -

' [¥] Quarantine compromised applications [v&.0.1 r58] O

Duarantine compromised applications [V6.0.1 r36]

_____ Security Paficy: This quarantines compromised applications, and prevents hem from |
' Ho harming the systemn or other applications, '

. Available kits for this group: 1 agent kit

—Application quarantined if it is in “Suspect Virus Applications”
state

* New variant, mutated virus — no signature yet

—Application quarantined if on centrally defined “Black List”
» Prohibit use of undesired applications like Limewire

(] File kame | Fiter: =none= | oK Trust Level | zai= v Justification Creation Time Saurce 05
[] *kazaa.exe Black List Frohitited by 42008 23714 entered by AT RS
RS et corporate palicy Fh administratar
[] =imewire.exe Black List Frohitited by M 42008 2:36:30 entered by AT RS
— s et corporate palicy i administratar
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AV Signature Based

= B e bt it
TP - A - —
Anti-Yirus - Signature based {desktops) [V6.0.1 rE6]
Security Palicy! This prowides signature based Anti-wirus Protection, The security
offered by this serwice is complementsty to (and not & substitute for) Behavior based
Ardi-lirus protection.

dTd LUSS FTEVETTOOT [VE. 0.1 To0 ] [Warmimg
N ey B T T P T | PR S P R R R A . 1 =1

ol

—CSA Day-Zero prevention stops virus execution

—Open Source ClamAV detects malware by name

—CSA quarantines and/or deletes malware identified by ClamAV
—Enabled by CSA ClamAV Policy

—Full scans can be performed on a weekly, and monthly schedule.
—On demand-scans can also be performed by end user.
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Integrated Agent

with Clam Antivirus

= ClamAV is widely deployed on UNIX/Linux e-mail
servers

—Scrubs e-mail traffic for malware [ vendor |detected| total |percent]

— Protects millions of Windows desktops Antivir | 1204923 |1229800] 97.98%
Yexira 1202678 (1229800 97.88%

—Database contains over 200,000 unique VirusBuster | 1203471 |1225800] 87 86%
signatures 0% F-Secure | 1203244 [12288300| 97.84%
Marman | 1203274 |1229800] 97.84%
F-Prots | 1202403 [1229800| 97.77%

@ Trojan

S — Clam 1201805 ||[1229800)| 97.72%
IRt Drwiel | 1201442 (1229800 97.69%
0 Spyware AVGT 1200639 [1228800| 97.63%
W Virus, worm Avast 1199011 |1228800 | 97.50%

15% 50% 0 Adware McAfes 1185278 (1229800 96.38%

B Dialer

F-Prot 11763490 (1229800 ( 95 66%
16% O Kevgger

B Rootlit Fanda 1138986 |[1229300| 92.62%
Kaspersky | 1036869 (1229800 ( 34.31%
BitDefender| 1036210 |[1229800( 24 26%
Shadowserver Foundation independent VBAIZ | 884177 1228800 80.84%
research: ClamAV has high degree of NOD32 || 798148 |[1223800] B4.80%

malware detection accuracy.
y Source: Shadowserver.org wild testing

Cisco Confidential



CSA + ClamAYV - A complete antivirus solution

Feature Clam Only CSA + Clam combo

Signature database

Bulk file system scan

Rapid Signature Update

On-Demand scan

Quarantine & delete malware

Centralized mgmt & reporting

Protection from day zero threats

x| x| x| %|%| <

AN AN NN NN

Rootkit protection
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CSA agent sends antivirus alerts to the CSA MC

# Date Host  Severity Action Event
2/22/2008  ppclient Alert €4 TESTMODE: The process 'C:\WINDOWS'explarer.exe’ (as user XPCLIENT\jeppich) attempted to
11:42:58 PM access 'CiyProgram FilesyNeed2Findybarh 1L.bin\ND2FNBAR.DLL', The file content matches

<¥irus: Adware. Toolbar-86. The attempted access was a read {operation = OPEN/READ). The
operation would have been denied.

Details  Rule 676  ‘Wizard S Find=
2 2/22/2008 upclient Alert @ TESTMODE: The process 'CHWWWINDOWSsystem32idfrgntfs. exe' (as user NT AUTHORITYWSYSTEM)
8:04: 44 P attempted to access 'C:WPROGRAM FILESWWEEDZFINDBARYL.BINYHD2FNEBAR.DLL . The file content

matches <\irus: Adware, Toolbar-86=. The attempted access was a write (operation =
OPEN/WRITE). The operation would have been denied.

Details | Rule 676 | Wizard A Find =
1 2/22/2008 spclient Alert @ TESTMODE: The process 'Cih\Program FileshInternet ExplorertJEXPLORE.EXE' {as user
10:18:46 AM #PCLIENTjeppich) attempted to access 'CA\Program Files\Need2Findybar1.binhND2FHNBAR.DLL',

The file content matches <Virus: Adware. Toolbar-86=. The attempted access was a read
{operation = OPEN/READY, The operation would have been denied. —
Details | Rule 676 | Wizard % G Findal

: wil

CSA Prevents malware installation Clam AV detects malware
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Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

Identify and Control

Sensitive
Information

SINGLE INTEGRATED AGENT AND MANAGEMENT
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Data Loss Prevention

LI I I S LR I|"\'IILIII|j L] L= L L= L R R A |
1
Data Loss Prevention [Va.0.1 r86] [warning

] . ' o . TR L s 4 - - - —

' Data Loss Prevention [V6.0.1 r&6]

E Acceptable Use Folicy: This prevents the loss of Inteltectual Property or information
| controlied by gavernment requiations. Downloaded applications (which are not

' adminstratively frusted) are denied access to the data, Wetwork traffic potentially

E [l containing this information [s marked as Mission Critica! (DSCP), Mablle ar remote

E Hosts attached to this group: 0 hosts
. Available kits for this group: 1 agent kit

E @ Changes to this group will affect the hosts and kits referenced abave,

CSA incorporates DLP Policy and controls to educate or prevent users from
Violating Corporate Security Policies surrounding sensitive information.

These policies also protect the information from malicious threats.

Remote users must have VPN connection established in order to access
corporate sensitive data.
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Identify Sensitive Data — Content or Context

File Content — certain data patterns are recognized

Itemns: 4 4 )
I~ Tag Patterns Priority  Occurrences Description Wersion Status | Creation Time
. . . . . . files containing 12/21/2007
[T zconfidentialz confidential Medium  =Don't cares censitive data 6.0r3182 Enabled 054,50 AM
[T =zcredit cards @credit_card| Medium  <Don'tcarex  Credit Card 6.0r5182 Enabled ézéilégcfﬁ
i ] ] 1 files containg C ] 12212007
[T zsource code:|  #include < Medium  <Don't cares cource code 6.0r5182 Disabled 024,30 AM
. . Social Security 12/21/2007
[T =55M= mssn Medium  =Don't cares 6.0 r3182 Enabled =
) Mumber k‘ ) 2:34:39 AM

File Context — data written by certain applications is known to be sensitive

| Take the following action

Attribute Yalue
|° Set i | file Data Classification % | to | include the Tag <Intellectual Froperty> h
and
Log
|when

Yideo Editing Applications
selected classes: <All Applications> =
<*Processes Executing Untrusted Content»
<Suspected Virus Applications»
neww | <First Time Application Execute>

Applications in + | of the following

Show All e

152

|double-click application class to view |
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Educate /and or Enforce

= Educate the user, if the user is non-compliant, business justification
notices can be applied.

j} The process CHWINDOWS system32inotepad. exe attempted to

I access Regulatory daka on removable media, Please provide
justification and indicate if wou are complying with corporate data
security policy.

I I need this data o work From home

T Yes

£ Mo (Default)

|Den3-' the application access to the resource in question,

[T Donlk ask me SO

Drefault action will be takenin 2 minutesi41 seconds
)]

Apply s
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Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

B
S,
<

Corporate
Acceptable Use

Regulatory
Compliance (PCI)

SINGLE INTEGRATED AGENT AND MANAGEMENT
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CSA’s Acceptable Use Policies

Policy Description Function
Block Writing Files to USB Devices This prevents writing files to USB devices
Firewall - User Managed Allow end users to further restrict network access

above Distributed Firewall controls

PCI policies PCl-certified policies for 9 out of 12 PCI
requirements (available from Cisco on request)

Require VPN Hosts on Insecure Networks This requires hosts on insecure wireless or
remote networks, establish a VPN to the
corporate network for full Internet connectivity.

Block Wireless Bridging This prevents wireless network connectivity on
hosts that are directly connected to the corporate
(wired) ethernet.
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Acceptable Use — Block writing files to USB

Uidor wWiHeisEss Ui ILAHII Il._nl LWL ruy ] Wary
' O Black writing files to USE devices [ve.0.1 ra6)

; Block writing files to USB devices [Vo.0.1 r8a] _
E deooeptable Use Policy: This prevents writing fites to USE dewices, warning]
| [¢] Firewall - User Managed [v5.0.1 r#6] [warning

' [¥] Quarantine compromised applications [v&.0.1 r&6]
[] Quarantine compromised hosts [v6.0.1 rag]

e e W |

—Controls all USB file system types
—Removable (memory stick) or fixed (iPod)
—Floppy, CD, Flash, Hard disk

—Default: Ask user to justify action
—Custom: Silent audit or block
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Acceptable Use — Personal Firewall

' ¥] Firewall - User Managed [v6.0.1 ré6] [warning O
: V FoY P L] 1 i P C a —l :
' Firewall - User Managed [V/6.0.1 6] !

14 Security Folicy: This provides & personal firewall for Desldop Systemns, The end user
' may sefectively aifow or deny network connectivity on & per application basis,

----|Protection from network based attacks is also provided. This includes profection f-----mommommimimoimi e
' Holzgainst Buffer Querflows, a5 well 35 [F packet hased exploits,
E Available kits for this group: 1 agent kit i

i @ Changes to this group will affect the hosts and kits referenced above. E

[] servers 6.0.1 r86 Windows 5 IF] 0 1

— foanand

—Allow end user to require more Persanal Firewal 0 @ b
stringent control than central, Y e

[ Local Learn Mode

d ISt rl b u ted fl rewa I I p O I ICy These applications have been assigned network security permissions. Delete an application

from this list to reset its default permissions,

—Controlled via agent GUI gt 2]

&2 PosTINeTEXE

—User can Allow/Deny each 02 cutmeriaoe

Shellker exe
1 1 1 1 B ADC-BRE1-C1-3-WANETLOGOM cscoadls, vhs
application when it tries to use the P A
cvpnd.exe J
n etWO rk . firefom, exe
. hprbUpdate. exe
ik = iPaczzPerindicl Indateinn eve ﬂ
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Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

Wireless

Traffic Marking

Event Correlation
Data Loss Prevention

SINGLE INTEGRATED AGENT AND MANAGEMENT
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Acceptable Use — Wireless or Remote Hosts

' [v] Audit System Integrity [v6.0.1 r86] O
Block wireless bridging [ve.0.1 r36] [warning

E O Block wireless bridging [V6.0.1 r86]
] Acceptable Use Policy: This prevents wireless network connectiviy on hosts that are
1 directly connected to the covporate (wired) ethernet,

' ] Firewall - User Managed [V6.0.1 ra6] [warning O
 [¥] Quarantine compromised applications [v&.0.1 r&6] O

EI:I Juarantine compromised hosts [Ve.0.1 ri6]

—Enforce corporate Wireless security policy

 Block use of Ad Hoc mode

 Block wireless-to-wired bridging when docked in office
—Require use of VPN if user is out of the office

—QOptional: Require use of corporate SSID and encryption when
available
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-]
Per-Application Network Optimization

(QoS)

Available via Advanced GUI option on CSAMC

Desktop
. = Class-Based Weighted Fair
NSCP Marking by Application or O D arking b Queuing (CB-WFQ)
» L ow-Latency Queuing
(LLQ)

Internet Explorer Defa A

AN
BitTorrent . Defs e
Cisco IP

Communicator

AF11:  50% (CB-WFQ)
FTP Client Defa : EF: 15% (LLQ)
Default: 10% (CB-WFQ)

= “Bad” software can mark packets to:
= Get a better service from the network

* To perform an attack (e.g. flooding with EF-marked packets can cause DoS for
IP telephony)

= Use CSA to remark packets according to QoS design
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Network Integrated Solutions
CSA with NAC, DLP and IronPort

NAC Appliance

IronPort h" « Verifies CSA version and if it's
* Prevent Data Loss at Network Int t running
Perimeter NN » Check systems states like

“insecure boot detected” and if
sensitive data exists

Check user identity if CSA
reports sensitive data is on

» Multi-Protocol Scanning

* Leverage Existing Anti-Spam
and Anti-Spyware Infrastructure

system

Cisco Security Agent
* Prevent loss of sensitive data:
» Scan data files for sensitive data

* Prevent copying to external media (USB flash and
disk, IR/Bluetooth devices)

* Prevent using with (inter)network applications (e-
mail, IM, browser)

* Prevents bypass of lronPort network protection
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Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

and Control
zensitive
Information

fero |[|li 1tl—' ldentify

-
o
<

Corporate
Acceptable Use ¢ ': u" | l’r-J}Hr'r‘
Feqgulatory ®)

Compliance (FCI) D ata Loss F’ﬂf"-fhfﬂf[ﬁﬂ

SINGLE INTEGRATED AGENT AND MANAGEMENT
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Laptop — Desktop
Protection

Server Protection

POS Protection



NI
CISCO

Cisco Confidential



