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Desafios de Conectividad

Socios de
Negocios
Oficinas muy (Extranets)
Remotas /
Internacionales Casa
Matriz

Cientos a Miles
de Trabajadores
Moviles

L]
Oficina Oficina ;
Remota Regional *

S — glninln Oficina en Trabajadores
4 La Casa Moéviles




Beneficios de las VPNs

Extender la red a
usuarios remotos

Habilitar el acceso a la
red a Socios de
Negocios

Capacidad de configurar
y reestructurar redes
rapidamente

Ahorros en los costos de
Ancho de Banday
conexiones conmutadas

Delivers cost effective
remote site bandwidth for
new applications

Reduced WAN and dial
infrastructure
expenditures

Escalabilidad

Potenciar y extender la
WAN clasica a mas
usuarios remotos y

externos

Mejoras en la cobertura
geografica

Operacion simplificada de
la WAN

Seguridad

Encriptacién / Confidencialidad — Autenticacion - Integridad




Tipos de VPNs y Aplicaciones

Tipo Aplicacion Alternativa a Beneficios
VPN de Acceso Conectividad Discado Analogo Acceso Ubicuo
Remoto Remota ISDN Menor Costo

Sjte-to-Site VPN | Conectividad para Lineas Dedicadas Extender la
Sucursales y Conectividad

o Frame Relay
Oficinas remotas Mayor Ancho de

ATM Banda
Menor Costo
Extranet VPN Conectividad Fax Timing
Business to EDI Menor Costo
Business

Mail




Integridad de Datos

Jﬁu

Deposito = $ 1000 Deposito =$ 100

FOF mngt >.0

Cliente



Impersonificacion

“Soy Jaime,
Enviame toda la
correspondencia

corporativa con Cisco”

(




Confidencialidad




Negacion de Servicio




-]
Cuales son los desafios que impone la

proteccion de los datos ?

= Proteger la Confidencialidad de los datos en un Sistema de
Comunicaciones “No confiable”

= Proteger la Integridad de los datos en un Sistema de Comunicaciones “No
confiable”

= Asegurar la ldentidad de usuarios y sistemas que intervienen en la
comunicacion

= Escalar desde redes pequefias a redes muy grandes

= Desplegar un esquema publico de Intercambio de Llaves de encriptacion
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Virtual Private Network (VPN) Overview
IP security (IPsec) and Secure Socket Layer (SSL)

= Mechanism for secure communication over IP
Authenticity (unforged/trusted party)
Integrity (unaltered/tampered)
Confidentiality (unread)

= Remote Access (RA) VPN components
Client (mobile or fixed)
Termination device (high number of endpoints)

_a— _a—— VPN Tunnel
I, -.E.z.,—,- opoogaE
[ 1 1 | /

VPN Security Appliance VPN Client or Browser
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VPN — Seguras de Extemo a Extremo

Secure VPN

= DTLS = RC4 *IKE 15t Phase, Not User Auth

12



Aplicaciones

Oficina en

Casa Matriz
la Casa

Acceso Remoto
de Usuarios

Casa Matriz
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VPN’s en todas partes !

Router a Firewall

:I A ; Router a Router

PC a Firewall

/L% PC a Router E
PC a Servidor
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Remote Access VPN over the Internet

Remote Access Client Enterprise—Central Site
AnyConnect, IPsec VPN -Layer 3 Router, Firewall, and

iPhone
SSL “Clientless”—Layer 7

Microsoft Windows, Mac OS X (L2TP/IPsec) VPN Security Appliance: VPN Tunnel Termination

Firewall

L L1 -
VPN Security Appliance

= Integrated solution for enhanced
remote access

Extranet
Consumer-to-Business

= Standards-based interoperability

15




Deployment Example
IPsec and SSL VPN Support Diverse User Populations

Supply Partner
Extranet

[

Account Manager

Central Site

Mobile User IPlinternet VPN
Software Engineer ¢, Doctor at Home
Telecommuter |||| Unmanaged Desktop

Clientless (L7) Full Network Access (L3) |
a browser Cisco VPN Client//AnyConnect VPN Client

= Engineer—Many servers/apps, needs native
app formats, VolP, frequent access, long
connect times

= Account Manager—Diverse apps, home-grown
apps, always works from enterprise-managed
desktop

= Partner—Few apps/servers, tight access
control, no control over desktop software
environment, firewall traversal

» Doctor—Occasional access, few apps, no
desktop software control

16
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Site-to-Site VPNs

CPE - Sitio Remoto Sitio Central
VPN Router/Firewall VPN Router/Firewall
Firewall Firewall

DSL

Sitio Central

Internet VPN

Sitio Remoto

Intranet Socio de Negocios

Extranet

18



VPN LAN a LAN - Ejemplo
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What is Dynamic Multipoint VPN ?

= DMVPN is a Cisco |IOS Software solution for building
IPsec+GRE VPNSs in an easy, dynamic and scalable
manner

= Relies on two proven technologies
Next Hop Resolution Protocol (NHRP)

Creates a distributed (NHRP) mapping database of all the
spoke’s tunnel to real (public interface) addresses

Multipoint GRE Tunnel Interface
Single GRE interface to support multiple GRE/IPsec tunnels
Simplifies size and complexity of configuration

21



DMVPN - How it works

= Spokes have a dynamic permanent GRE/IPsec tunnel
to the hub, but not to other spokes. They register as
clients of the NHRP server

= When a spoke needs to send a packet to a destination
(private) subnet behind another spoke, it queries the
NHRP server for the real (outside) address of the
destination spoke

= Now the originating spoke can initiate a dynamic
GRE/IPsec tunnel to the target spoke (because it
knows the peer address).

= The spoke-to-spoke tunnel is built over the mGRE
interface

22



Dynamic Multipoint VPN—Example

[ T Static Spoke-to-hub tunnels J 192.168.0.0/24 LANs can have

private addressing

[ s Dynamic Spoke-to-spoke tunnels }

Physical: 172.17.0.1
TunnelO: 10.0.0.1

[Static known |
IP address r

Physical: dynamic
Tunnel0: 10.0.0.12

; s - Y
Dynamic S

unknown
/’ 192.168.2.0124

IP addresses
—=mp=="8) Physical: dynamic
Bae——=——g Tunnel0: 10.0.0.11

Spoke A

A =

192.168.1.0/24
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GET VPN:
Highly Scalable Encrypted Any-to-Any

What is it?

_ GET VPN: Advantage Cisco
= New paradigm for encrypted WAN

connectivity without IPsec tunnels Point-to-Point
IPsec VPN - Cisco GET VPN

“This is the way VPN should have
been created all along”

Why is it innovative?

= Upsell security router bundles into
MPLS / Frame Relay / Leased Lines

= IPsec overlay on = No overlays -
= Business drivers: compliance, tFOPHOf'Pk:Odutlng gatl\llebrloutmg
: : = Full mesh does not = Scalable any-to-
outsourcing (mana_g_e_d security), scale: <N2 tunnels i
mergers and acquisitions for N sites
. = Two layers to = Single IP layer
= SPs can flna!ly offer managed manage and
encryption without provisioning and troubleshoot
management nightmare = Limited QoS = Advanced QoS
- - " - = |nefficient Multicast = Efficient Multicast
= Unique selling proposition with 2+ replication replication

years lead over competition Y,

24




GETVPN: Innovation — Group Key Technology

Enables Simplified Key and Policy distribution to a large scale VPN network

= Step 1: Group Members (GM) “register”
via GDOI (IKE) with the Key Server (KS)

KS authenticates & authorizes the GM

KS returns a set of IPsec SAs
for the GM to use

= Step 2: Data Plane Encryption

GM exchange encrypted traffic using the
group keys

The traffic uses IPSec Tunnel Mode with
“address preservation”

= Step 3: Periodic Rekey of Keys

KS pushes out replacement IPsec keys
before current IPsec keys expire. This is
called a “rekey”

Once you have been admitted to the group, you
can communicate freely with any/all group members.
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VPNs de Acceso Remoto

Cliente VPN para

Acceso Remoto Sitio Central
WAN Router
Wireless Client Firewall
“.. Handheld VPN Concentrator
Phone
" p
“‘.“ager oncentrador
/\' DSL ™. Internet VPN
1> Cable
(1 PO

Firewall

Telecommuter R
ok Router
4
— 4
gni v

Mobile VPN
Clients
m

Extranet
Consumer-to-Business
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Comprehensive Secure Connectivity
VPN Services for Any Access Scenario

Partner Access

ooooo
ooooo
ooooo
oopoo
ooooo

Company Managed Desktop

Public
Internet

Public Kiosk E ] Company Managed Desktops at Home

N
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Threat Protected VPN Services
Leveraging On-Board Security to Protect the VPN Threat Vector

Application Inspection/Control Incident Control Virus
Granular, Per-User/Group Access Control Detection

Protocol Anomaly Detection Worm Mitigation
Stateful Traffic Filtering Spyware Detection

Remote Access

VPN User Worm/
Virus Spyware Exploit I
‘ - 6 _‘_ * _‘ ':’l
UnV\{a t_ed lllegal ASA 5500
Applica Access
Pre-Connection Posture Assessment Real-Time Correlation
Malware Mitigation Risk Rating
Session/Data Security Attack Drop

Post-Session Clean-Up Session Removal and Resets

29



Cisco ASA 5500 Software v8.0 Introduces
Significant Enhancements in Clientless Access

ST YAy r—————— = Precise, granular access control to
address (&) https:/juricorn-asalL. cisco.comj+ CSCOE +logen bt vIBse w9 SpGlelC resources
e A SaarchWeb - dhUpgradeMow! + &/ [T} @~ @ () Get Yahoo! Messenger controlsw [{HBookmarks +
.Icllls‘lltl‘;. WebVPN Service . Enhanced Portal DeSign
Localizable
RSS feeds
Personal bookmarks
e R AnyConnect Client access
UsERMAME: [ ] i
= Drag and Drop file access and

webified file transport

] (B ) wogon 3

= Transformation enhancements
il cisco AnyConnect VPN Client H H
- including Flash support

ES

cisco

= Head-end deployed applets for
telnet, SSH, RDP, and VNC,
framework supports add’l plug-ins

= Advanced port-forwarder for
Windows (Smart Tunnel) accesses
=== [CP applications without admin
privileges on Client PC




Cisco AnyConnect Client

available on many platform,s
including:

Windows Vista 32- and 64-bit,
Windows XP 32- and 64-bit, and
Windows 2000

Mac OS X 10.4 (Intel and PPC)

Intel-based Linux
Windows Mobile 5 Pocket PC Edition

= Stand-alone, Web Launch, and
Portal Connection Modes

= Start before Login (SBL) and
DTLS support

Windows 2000 and XP only

m Cisco AnyConnect YPH Client

m Connection | (i ] Statistics_;:__% About |

X

Connect ta:

| zermname:
Pazzword:

Group:

atfean]n
CISCO

—
| z2hvpr.company. com

-E dwardl ser

xxxxxxxxxxxxx

| WebVPM-and-CWVE

&2 Cisco AnyConnect YPH Client: Statistics Details

atfeer]ne
Cisco
Connection Informat Addr Information
Tunnel State: Connec ted Client: 10.21.104.28
Tunneling Mod Al Traffic Server s 192.75.192.85
D uration; 00:0z10
Transport Informat
. Bytes Protocol; DTLS
Please er Sent 478161 Cipher: RSA_AES_256 SHa1
e —— Receive Tu) 1357345 Comprezsion: Mone
Prosy &ddress Mo Prosy
Fram
Sent 220 Posture Assessmen t
Receive d 2277 Lazt Perfformed: 2022007 10:07 A
I Feset ] I Export...
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Comprehensive EndPoint Security

= Cisco Secure Desktop (CSD) Qe [d =X
now supports hundreds of SOPHOS  yMcAfee
pre-defined products,
updated frequently 9 symantec.
Anti-virus,. anti-spyware, Q“’ o
personal firewall, and more
= Administrators can define Aﬁﬁ' |
custom checks including s WWZH A\
running processes \ 74 4
SOFIT'WIN
= CSD posture policy AnAhnlab & btdefnder
presented visually to simplify Grtsorr | OLPREVX

configuration and
troubleshooting

&AntiVir




Security Concerns for SSL VPN

ooogd
ooogd
0oo0|EE

L0
Supply Partner TaTutal(aln

. g
Extranet Machine 1 e

Lot

) Employee at Home
Unmanaged Machine

Remote User
Customer Managed Machine

Before SSL VPN Session During SSL VPN Session After SSL VPN Session

Who owns the endpoint? Is session data protected? + Browser cached intranet
: : : Web pages”?
Endpoint security posture: Are typed passwords
AV, personal firewall? protected? » Browser stored passwords?
|s malware running? Has malware launched? * Downloaded files left

behind?
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Endpoint Control for SSL Full Tunnel
AnyConnect Client

= Policies for users and groups
Assign IP address based on user/group identity
Apply network ACL filter
Restrict access to VLAN

= Policies applied based on end station criteria
Cisco Secure Desktop (CSD)
Dynamic Access Policy (DAP)
Assign NAC policy

. - Computer with
Configure User/Group Policies AnyConnect Client

DHCP/RADIUS/OTP /
Servers

==

csD/Host Scan 7——7

P SN -
; & -'
.-.-.-.-,-.- —_ =

VPN Appllance

Iﬂ\
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-]
Endpoint Control for Clientless SSL VPN

= Policies for users and groups
Restrict access to VLAN
Apply Web ACL filter
Control URL entry
Control file server entry and browsing
= Policies applied based on end station criteria
Cisco Secure Desktop (CSD)
Dynamic Access Policy (DAP)

Configure User/Group Policies Computer with SSL

DHCP/RADIUS/OTP /
Servers csD/Host Scan =

E‘] .-.-.-.!_u&;’

VPN Appllance

rin
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Cisco Secure Desktop
Comprehensive Endpoint Security for SSL VPN

= Pre-connect assessment:
Location assessment—managed or T ———

unmanaged desktop') / Mause, Keyesard, RAM, Netwark, COROM, USH, Saund card, Flappy disk...
Gathers data about the end machine i - .
' Windows 2000 or XP Cisco Secure Desktop ‘
= Session protection: L e S e ™™™ e 4 and gy oo )
Data sandbox and encryptlon protects Original User Desktop | Temporary CSD Desktop
every aspect of session —— s et s e o

= Post-session clean-up:

Encrypted partition overwrite (not just
deletion)

Cache, history and cookie overwrite _}. E 3
File download and email | o |
attachment overwrite
Auto-complete password overwrite

Intmrnet .
EXHOTE Werd
et

Lid

Seliar
Hoc dals Pis

H
Tt oy (e
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Encrypted Voice Security Solution
Now Available with Cisco ASA 5500 Software v8.0

Encrypted
Endpoint

Endpoint

Any Cisco voice/video communications encrypted with SRTP/TLS can
now be inspected by Cisco ASA 5500 Adaptive Security Appliances:

of call while enforcing
security policy through advanced SIP/SCCP firewall services

- TLS , then re-encrypted for
connection to destination (leveraging integrated hardware

encryption services for scalable performance)

« Dynamic port is opened for SRTP encrypted media stream, and
automatically closed when call ends

37



Cisco ASA 5500 Series Adaptive Security Appliances

Solutions Ranging from Desktop to Data Center

, market-proven firewa
| 3'4/'“”?/ Ejzfmgbﬂa;
Ulti-processor architect
}J]Jh concurrent services performa
significant investment protection
(ible management lowers cost of
Isy-to-use Web-based

ilumerous certific
d much more...

user interfac
cations and awards

lex
Nu
Anc




Integrated Services Router Portfolio

INTEGRATED SERVICES ROUTERS

Performance and Services Density

e, Video, Data and
Security Services

d Wireless, Security and Data

Small Branch

Branch Office
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Additional Resources

HOWE

SOLUTIONS

SECURITY

SECURITY SOLUTIOMNS

Cigco Network Identity and
Access Policy Solution

Data Loss Prevention
SAFE

SAFE

Introduction

Cisco SAFE

Take advantage ofthis validated next-
generation security architecture and its
design and implementation guidelines for
bultding highly secure networke. (416 minm

- o000 = il Register Now

Cuverview | Branch Campus [ata Center Internet Edge WAH Edge

Attend the SAFE technical
sessions at Cisco Live! June
27 - Juby 2

Cizco SAFE provides detailed design and implementation guidelines for organizations
looking to build highly secure and reliable netwarks. High-Level View
SAFE takes advartage of the collaboration betvween Cizco's security and netwaork | — |
platfarms. The results are:

L
§
i
i

& CGreater visibility into devices and security everts on the network s e
[ J—

& Enhanced cortral of users, devices, and traffic for coordinated threst responzes

Dizplay Other Viewws &
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Cisco SAFE Poster
NI

asco. 1 Ne Cisco SAFE Security Reference Architecture

'WAN Edge

The Foundation for
Secure E-Business
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High-Level View
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For More Information
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