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Beneficio s d e l a s VPN s

Ahorros en los costos de 
Ancho de B a nda  y  

conex i ones conm u ta da s
D eli v ers cost ef f ecti v e 
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ra p i da m ente
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T ip o s d e VPN s y  A p l ica cio nes

Timing
M e no r  C o s t o

F a x
E D I
M a il

C o ne c t iv id a d  
B u s ine s s  t o
B u s ine s s

Extranet VPNExtranet VPN

E x t e nd e r l a  
C o ne c t iv id a d
M a y o r  A nc h o  d e  
B a nd a
M e no r  C o s t o

Líne a s D e d ic a d a s
F r a me  R e l a y
A TM

C o ne c t iv id a d  p a r a  
S u c u r s a l e s  y  
O f ic ina s  r e mo t a s

S i teS i te--toto -- S i te VPNS i te VPN

A c c e s o  U b ic u o
M e no r  C o s t o

D is c a d o A nál o go
I S D N

C o ne c t iv id a d  
R e mo t aVPNVPN d e A c c es o  d e A c c es o  

R em o toR em o to

B enefB enef i ci osi ci osAlterna ti vAlterna ti v a  aa  aApAp li ca cili ca ci óónnTTi p oi p o
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B an c oCl i e n t e

Deposito =  $ 10 0 0 Deposito = $ 10 0

I nt eg r id a d  d e D a t o s
Pér d id a  d e l a  I nt eg r id a d  d e D a t o s
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“S oy  J aim e,
E n v íam e tod a l a
c or r espon d en c ia 

c or por ativ a c on  C isc o”

Jaime

I m p er so nifica ción
I d ent it y S p o o fing
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I nt ernet PS T N

CP U

M o de m

C o nfid encia l id a d
Pér d id a  d e l a  Pr iv a cid a d
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CPUCPU

N eg a ción d e S er v icio
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� Pro teg er l a C o nf i d enc i al i d ad d e l o s  d ato s  en u n S i s tem a d e 
C o m u ni c ac i o nes  “No  c o nf i ab l e”

� Pro teg er l a I nteg ri d ad d e l o s  d ato s  en u n S i s tem a d e C o m u ni c ac i o nes  “No  
c o nf i ab l e”

� A s eg u rar l a I d enti d ad d e u s u ari o s  y  s i s tem as  q u e i nterv i enen en l a 
c o m u ni c ac i ón

� Es c al ar d es d e red es  p eq u eñas  a red es  m u y  g rand es
� D es p l eg ar u n es q u em a p úb l i c o  d e I nterc am b i o  d e L l av es  d e enc ri p tac i ón

C u ál es so n l o s d esa fío s q u e im p o ne l a  
p r o t ección d e l o s d a t o s ?
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Vir t u a l  Pr iv a t e N et w o r k  ( VPN )  O v er v iew

� M e ch a nis m  f or s e cure  com m unica tion ov e r IP
Authenticity (unf o r g ed / tr us ted  p a r ty)
I nteg r ity (una l ter ed / ta m p er ed )
C o nf id entia l ity (unr ea d )

� R e m ote  A cce s s  ( R A )  V P N  com p one nts
C l ient (m o b il e o r  f ix ed )
T er m ina tio n d ev ice (hig h num b er  o f  end p o ints )

IP security (IPsec)  a n d  S ecure S o ck et L a yer (S S L )

VPN Security Appliance VPN C lient o r B ro w s er

V P N  T u n n e l
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VPN – S eg u r a s d e E x t em o a  E x t r em o
Secure VPN

� I P sec
� L 2 T P / I P sec
� T L S  ( H T T PS / S S L )
� DT L S

� H M A C -M D5
� H M A C -S H A -1

� R S A  d ig ital  
c er tif ic ates

� P r e-S h ar ed  k ey
� DE S
� 3 DE S  
� A E S
� R C 4

T u n n el in g E n c r y p t io n A u t h en t ic at io n * I n t eg r it y

B A N K

*IKE 1st P h a s e ,  N o t  U s e r  A u t h .
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A p l ica cio nes

Acceso Remoto 
d e U su a r i os

I n tr a n et

E x tr a n et

Casa M at r i zCasa M at r i z

Casa M at r i zCasa M at r i z

S u c u r salS u c u r sal

Casa M at r i zCasa M at r i z

S o c i o s de  N e g o c i o sS o c i o s de  N e g o c i o s

O f i c i n a e nO f i c i n a e n
l a Casal a Casa
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R ou ter  a R ou ter

P C  a R ou terP C  a S er v id or

R ou ter  a F ir ew al l

P C  a F ir ew al l

VPN ’s en t o d a s p a r t es !
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R em ote A c c ess C l ien t
AnyConnect,  I P s ec V P N  -L a yer  3
M i cr os of t W i nd ow s ,  M a c O S  X  ( L 2 T P / I P s ec)
i P h one
S S L  “Cl i entl es s ”—L a yer  7

R em ote A c c ess C l ien t
AnyConnect,  I P s ec V P N  -L a yer  3
M i cr os of t W i nd ow s ,  M a c O S  X  ( L 2 T P / I P s ec)
i P h one
S S L  “Cl i entl es s ”—L a yer  7

R em o t e A ccess VPN  o v er  t h e I nt er net  

� Integrated solution for enhanced 
rem ote access

� S tandards-b ased interop erab ility

E n ter pr ise—C en tr al  S ite
R ou ter ,  F i r ew a l l ,  a nd
V P N  S ecu r i ty Ap p l i a nce:  V P N  T u nnel  T er m i na ti on

E n ter pr ise—C en tr al  S ite
R ou ter ,  F i r ew a l l ,  a nd
V P N  S ecu r i ty Ap p l i a nce:  V P N  T u nnel  T er m i na ti on

M o b i l e

E x t r an e t
Co n su m e r -t o -B u si n e ss

T e l e c o m m u t e r

V P N  S ec u r ity  A ppl ian c e

F ir ew al l

P O P
R ou terI n ter n et V P N

D S L
Cab l e P O P
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D ep l o y m ent  E x a m p l e

C en tr al  S ite

Doc tor  at H om e
U n m an ag ed  Desk top

S u ppl y  P ar tn er
E x tr an et

A c c ou n t M an ag er
M ob il e U ser

S of tw ar e E n g in eer
T el ec om m u ter

V P NI P / I n ter n et

IPsec a n d  S S L  V PN  S up p o rt D iv erse U ser Po p ul a tio n s
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S it e-t o -S it e VPN s

I n t r an e t

I n ter n et V P N

P O P
D S L

Cab l e

E x t r an e t
S o c i o  de  N e g o c i o s

S i t i o  Ce n t r al

CPE – S i t i o  R e m o t o S i t i o  Ce n t r a l
V P N  R ou ter / F ir ew al l

F ir ew al l
V P N  R ou ter / F ir ew al l

F ir ew al l
V P N  R ou ter / F ir ew al l

F ir ew al l
V P N  R ou ter / F ir ew al l

F ir ew al l

S i t i o  R e m o t o



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 1919

V P N  L AN  a  L AN - E j emp l o

72 0 0 +  V S A

72 0 0 +  V S A

S u c u r s a l A , C , E ,  . . .

S u c u r s a l B , D , F ,  . . .

���
��

�
�

�

�
�

� 	

��

�
�

• E s c a l a b i l i d a d
• T o l e r a n c i a a  F a l l a s

S M  D
1 8 4 1

S G  A
3 8 2 5

WAN

3 8 2 5 + A I M

S G  B

2 8 5 1  +  A I M

S M  C

S P  E
1 8 1 1

S P  F
8 71
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VPN Site to Site
A d v a n c ed
D M VPN
G E T VPN
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W h a t  is D y na m ic M u l t ip o int  VPN  ?
� D M V P N  is  a  C is co IO S  S of tw a re  s ol ution f or b uil ding  
IP s e c+ G R E V P N s in a n e a s y ,  dy na m ic a nd s ca l a b l e  
m a nne r

� R e l ie s  on tw o p rov e n te ch nol og ie s
Next Hop Resolution Protocol (NHRP)

C rea tes a  d istrib uted  (NHRP) m a pping  d a ta b a se of  a ll th e 
spok e’s tunnel to rea l (pub lic interf a ce) a d d resses

M ultipoint G RE  T unnel I nterf a ce
S ing le G RE  interf a ce to support m ultiple G RE / I Psec tunnels
S im plif ies siz e a nd  com plexity  of  conf ig ura tion
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D M VPN  – H o w  it  w o r k s
� S p ok e s  h a v e  a  dy na m ic p e rm a ne nt G R E / IP s e c tunne l  
to th e  h ub ,  b ut not to oth e r s p ok e s .   T h e y  re g is te r a s  
cl ie nts  of  th e  N H R P  s e rv e r

� W h e n a  s p ok e  ne e ds  to s e nd a  p a ck e t to a  de s tina tion 
( p riv a te )  s ub ne t b e h ind a noth e r s p ok e ,  it q ue rie s  th e  
N H R P  s e rv e r f or th e  re a l  ( outs ide )  a ddre s s  of  th e  
de s tina tion s p ok e

� N ow  th e  orig ina ting  s p ok e  ca n initia te  a  dy na m ic 
G R E / IP s e c tunne l  to th e  ta rg e t s p ok e  ( b e ca us e  it 
k now s  th e  p e e r a ddre s s ) .

� T h e  s p ok e -to-s p ok e  tunne l  is  b uil t ov e r th e  m G R E  
inte rf a ce
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D y na m ic M u l t ip o int  VPN —E x a m p l e

D y n a m i c  S p o k e -t o -s p o k e  t u n n e l s

Spoke A

Spoke B

1 9 2 . 1 6 8 . 2 . 0 / 2 4
. 1

1 9 2 . 1 6 8 . 1 . 0 / 2 4
. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4
. 1

.  .  .

.
 
.
 
.

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

P h y s i c a l :   d y n a m i c
T u n n el 0 :    1 0 . 0 . 0 . 1 1

P h y s i c a l :  d y n a m i c
T u n n el 0 :    1 0 . 0 . 0 . 1 2

S t a t i c  S p o k e -t o -h u b  t u n n e l s

S t at i c  k n o w n
I P  addr e ss

D y n am i c
u n k n o w n  

I P  addr e sse s

L A N s c an  h av e  
p r i v at e  addr e ssi n g
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G E T  VPN :
Highly Scalable Encrypted Any-to -Any
W h a t  i s  i t ?
� N ew  p aradigm  for encry p ted W A N  
connectiv ity  w ithout IP sec tunnels
“T h i s  i s  t h e  w a y  V P N  s h o u l d  h a v e  
b e e n  c r e a t e d  a l l  a l o n g ”

W h y  i s  i t  i n n o v a t i v e ?
� U p sell security  router b undles into 
M P L S  /  F ram e R elay  /  L eased L ines

� B usiness driv ers:  com p liance,  
outsourcing ( m anaged security ) ,  
m ergers and acq uisitions

� S P s can finally  offer m anaged 
encry p tion w ithout p rov isioning and 
m anagem ent nightm are

� U niq ue selling p rop osition w ith 2 +  
y ears lead ov er com p etition

GET VPN: Advantage Cisco
P oi nt-to-P oi nt 
I P s ec V P N Ci s co G E T  V P N

K ey  
Ser v er

� Efficient Multicast 
r ep licatio n

� I nefficient Multicast 
r ep licatio n

� A d v anced  Q o S� L im ited  Q o S

� S ing le I P  lay er� T w o  lay er s to  
m anag e and  
tr o ub lesh o o t

� S calab le any -to -
any

� F ull m esh  d o es no t 
scale:  ~ N 2 tunnels 
fo r  N  sites

� N o  o v er lay s –
nativ e r o uting

� I P sec o v er lay  o n 
to p  o f I P  r o uting
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G E T V P N :  I n n ov a ti on  – G r ou p  K ey  T ech n ol og y
� S t e p  1 :  G roup M em b ers (G M ) “reg ister”
v ia  G D O I  ( I K E) w ith  th e K ey  S erv er (K S )

K S  authenticates &  authoriz es the G M
K S  returns a set of IP sec S A s 
for the G M  to use

� S t e p  2 :  D a ta  Pla ne E ncry ption
G M  ex change encry p ted traffic using the 
group  k ey s
T he traffic uses I P S ec T unnel M ode w ith 
“address p reserv ation”

� S t e p  3 :  Period ic Rek ey  of  K ey s
K S  p ushes out rep lacem ent IP sec k ey s 
b efore current IP sec k ey s ex p ire.  T his is 
called a “rek ey ”

GM1

GM2

GM3 GM4

GM5

GM6

GM7GM8
GM9 K S

GM1

GM2

GM3
GM4

GM5

GM6

GM7GM8
GM9 K S

GM1

GM2

GM3 GM4

GM5

GM6

GM7GM8
GM9 K S

O nce y ou hav e b een adm itted to the group ,  y ou
can com m unicate freely  w ith any / all group  m em b ers.

E nab les S im p lified K ey  and P olicy  distrib ution to a large scale V P N  netw ork
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� Introducción
� S ite -to-S ite V P N s
� V P N s R e m ota s
� S e l e cción de  P l a ta f orm a s

AgendaAgenda
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I n ter n et V P ND S L
Cab l e

C l ien te V P N  par aC l ien te V P N  par a
A c c eso R em otoA c c eso R em oto

M o b i l e

E x t r an e t
Cons u m er -to-B u s i nes s

T e l e c o m m u t e r

VPN s d e A cceso  R em o t o

Co n c e n t r ado r

F i r e w al l
R o u t e r

P O P

P O P

W A N  R o u t e r
F i r e w al l

V P N  Co n c e n t r at o r

W A N  R o u t e r
F i r e w al l

V P N  Co n c e n t r at o r

V P N  
Cl i e n t s
V P N  

Cl i e n t s

W i r e l e ss Cl i e n t
H a n d h el d
P h on e
P a g er

S i t i o  Ce n t r a l
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C omp r eh en si v e S ecu r e C on n ecti v i ty
V PN  S e r v i c e s  f o r  A n y  A c c e s s  S c e n a r i o

P u b l i c  
I n t e r n e t

Cl i e n t l e ss S S L  V P N

Cl i e n t l e ss S S L  V P N

Cl i e n t -b ase d S S L  o r  I P S e c  V P N

P a r tner  Acces s
R eq uir es “lo ck ed -d o w n” access 
to  sp ecific ex tr anet r eso ur ces 
and  ap p licatio ns

Com p a ny M a na g ed  D es k top
R em o te access user s r eq uir e 
seam less,  easy  to  use,  access 
to  co r p o r ate netw o r k  r eso ur ces

P u b l i c K i os k
R em o te user s m ay  r eq uir e 
lig h tw eig h t access to  e-m ail and  
w eb -b ased  ap p licatio ns fr o m  a 
p ub lic m ach ine

Com p a ny M a na g ed  D es k top s  a t H om e
D ay  ex tend er s and  m o b ile em p lo y ees r eq uir e 
co nsistent L A N -lik e,  full-netw o r k  access,  to  co r p o r ate 
r eso ur ces and  ap p licatio ns

Cl i e n t -b ase d S S L  o r  I P S e c  V P N
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T h r ea t P r otected  V P N  S er v i ces
L e v e r a g i n g  O n -B o a r d  S e c u r i t y  t o  Pr o t e c t  t h e  V PN  T h r e a t  V e c t o r

A S A  5 5 0 0

W o r m /
V i r u s

U n w an t e d
A p p l i c at i o n

S p y w ar e

I l l e g al  
A c c e ss

E x p l o i t

R em o te A ccess
V P N  U ser

T h r e at  M i t i g at i o n
I ncid ent C o ntr o l V ir us 
D etectio n
W o r m  Mitig atio n
S p y w ar e D etectio n

A p p l i c at i o n  F i r e w al l  an d A c c e ss Co n t r o l
A p p licatio n I nsp ectio n/ C o ntr o l
G r anular ,  P er -U ser / G r o up  A ccess C o ntr o l
P r o to co l A no m aly  D etectio n
S tateful T r affic F ilter ing

A c c u r at e  E n f o r c e m e n t
R eal-T im e C o r r elatio n
R isk  R ating
A ttack  D r o p
S essio n R em o v al and  R esets

Co m p r e h e n si v e  E n dp o i n t  S e c u r i t y
P r e-C o nnectio n P o stur e A ssessm ent
Malw ar e Mitig atio n
S essio n/ D ata S ecur ity
P o st-S essio n C lean-U p

L ev erages D ep th of T hreat D efense F eatures to S top  M alicious W orm s,  
V iruses,  and M ore…and W ithout E x ternal D ev ices or P erform ance L oss!
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C i sco AS A 5 5 0 0  S of tw a r e v 8 . 0  I n tr od u ces 
S i g n i f i ca n t E n h a n cemen ts i n  C l i en tl ess Access

� P recise,  granular access control to 
sp ecific resources

� E nhanced P ortal D esign
L o c a l i z a b l e
R S S  f e e d s
P e r s o n a l  b o o k m a r k s
A n y C o n n e c t  C l i e n t  a c c e s s

� D rag and D rop  file access and 
w eb ified file transp ort

� T ransform ation enhancem ents 
including F lash sup p ort

� H ead-end dep loy ed ap p lets for 
telnet,  S S H ,  R D P ,  and V N C ,  
fram ew ork  sup p orts add’l p lug-ins

� A dv anced p ort-forw arder for 
W indow s ( S m art T unnel)  accesses 
T C P  ap p lications w ithout adm in 
p riv ileges on C lient P C
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C i sco An y C on n ect C l i en t

� N ex t generatio n V P N  client,  
av ailable o n m any platf o rm s  
inclu ding:

W ind ow s V ista  3 2 - a nd  6 4 -b it,  
W ind ow s X P 3 2 - a nd  6 4 -b it,  a nd  
W ind ow s 2 0 0 0
M a c O S  X  1 0 . 4  (I ntel a nd  PPC )
I ntel-b a sed  L inux
W ind ow s M ob ile 5  Pock et PC  E d ition

� Stand-alo ne,  W eb L au nch,  and 
P o rtal C o nnectio n M o des

� Start bef o re L o gin ( SB L )  and 
D T L S s u ppo rt

W i n d o w s  2 0 0 0  a n d  X P o n l y
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C omp r eh en si v e E n d P oi n t S ecu r i ty

� C is co S e cure  D e s k top  ( C S D )  
now  s up p orts  h undre ds  of  
p re -de f ine d p roducts ,  
up da te d f re q ue ntl y

A nti-v irus,  a nti-spy w a re,  
persona l f irew a ll,  a nd  m ore

� A dm inis tra tors  ca n de f ine  
cus tom  ch e ck s  incl uding  
running  p roce s s e s

� C S D  p os ture  p ol icy  
p re s e nte d v is ua l l y  to s im p l if y  
conf ig ura tion a nd 
troub l e s h ooting
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S ecu r it y  C o ncer ns fo r  S S L  VPN

R em ote U s er
Cu s tom er  M a na g ed  M a ch i ne

E m p l oyee a t H om e
U nm a na g ed  M a ch i ne

S u p p l y P a r tner
E x tr a net M a ch i ne

D u r i n g  S S L  V P N  S e ssi o n
• I s sessio n d ata p r o tected ?
• A r e ty p ed  p assw o r d s 

p r o tected ?
• H as m alw ar e launch ed ?

D u r i n g  S S L  V P N  S e ssi o n
• I s sessio n d ata p r o tected ?
• A r e ty p ed  p assw o r d s 

p r o tected ?
• H as m alw ar e launch ed ?

A f t e r  S S L  V P N  S e ssi o n
• B r o w ser  cach ed  intr anet 

W eb  p ag es?
• B r o w ser  sto r ed  p assw o r d s?
• D o w nlo ad ed  files left 

b eh ind ?

A f t e r  S S L  V P N  S e ssi o n
• B r o w ser  cach ed  intr anet 

W eb  p ag es?
• B r o w ser  sto r ed  p assw o r d s?
• D o w nlo ad ed  files left 

b eh ind ?

B e f o r e  S S L  V P N  S e ssi o n
• W h o  o w ns th e end p o int?
• End p o int secur ity  p o stur e:  

A V ,  p er so nal fir ew all?
• I s m alw ar e r unning ?

B e f o r e  S S L  V P N  S e ssi o n
• W h o  o w ns th e end p o int?
• End p o int secur ity  p o stur e:  

A V ,  p er so nal fir ew all?
• I s m alw ar e r unning ?
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E nd p o int  C o nt r o l  fo r  S S L  F u l l  T u nnel
� Policies for users and groups

A ssign IP  address b ased on user/ group  identity
A p p ly  netw ork  A C L  filter
R estrict access to V L A N

� Policies applied b ased on end st at ion crit eria
C isco S ecure D esk top  ( C S D )
D y nam ic A ccess P olicy  ( D A P )
A ssign N A C  p olicy

D H CP / R AD I U S / O T P
S er v er s � � � � �� � � �� 	 


Com p u ter  w i th  
AnyConnect Cl i ent

V P N  Ap p l i a nce

Conf i g u r e U s er / G r ou p  P ol i ci esConf i g u r e U s er / G r ou p  P ol i ci es

A ny C onnect C lient
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E nd p o int  C o nt r o l  fo r  C l ient l ess S S L  VPN
� Policies for users and groups

R estrict access to V L A N
A p p ly  W eb  A C L  filter
C ontrol U R L  entry
C ontrol file serv er entry  and b row sing

� Policies applied b ased on end st at ion crit eria
C isco S ecure D esk top  ( C S D )
D y nam ic A ccess P olicy  ( D A P )

D H CP / R AD I U S / O T P
S er v er s � � � � �� � � �� 	 


Com p u ter  w i th  S S L

V P N  Ap p l i a nce

Conf i g u r e U s er / G r ou p  P ol i ci esConf i g u r e U s er / G r ou p  P ol i ci es
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C isco  S ecu r e D esk t o p
� P r e-connect a s s es s m ent:

L o catio n assessm ent—m anag ed  o r  
unm anag ed  d esk to p ?
G ath er s d ata ab o ut th e end  m ach ine

� S es s i on p r otecti on:
D ata sand b o x  and  encr y p tio n p r o tects 
ev er y  asp ect o f sessio n

� P os t-s es s i on cl ea n-u p :
Encr y p ted  p ar titio n o v er w r ite ( no t j ust 
d eletio n)
C ach e,  h isto r y  and  co o k ie o v er w r ite
F ile d o w nlo ad  and  em ail 
attach m ent o v er w r ite
A uto -co m p lete p assw o r d  o v er w r ite

C om preh ensiv e E ndpoint  S ecurit y  for S S L  V PN
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I n d u str y -F i r st E n cr y p ted  V oi ce S ecu r i ty  S ol u ti on
N o w  A v a i l a b l e  w i t h  Ci s c o  A S A  5 5 0 0  S o f t w a r e  v 8 . 0

S R T P  m ed ia

T L S  
sig n al in g

A n y  C isc o v oic e/ v id eo c om m u n ic ation s en c r y pted  w ith  S R T P / T L S  c an
n ow  b e in spec ted  b y  C isc o A S A  5 5 0 0  A d aptiv e S ec u r ity  A ppl ian c es:

• M ain tain s in teg r ity  an d  c on f id en tial ity of  c al l  w h il e en f or c in g  
sec u r ity  pol ic y  th r ou g h  ad v an c ed  S I P / S C C P  f ir ew al l  ser v ic es

• T L S  sig n al in g  is ter m in ated  an d  in spec ted , th en  r e-en c r y pted  f or  
c on n ec tion  to d estin ation  ( l ev er ag in g  in teg r ated  h ar d w ar e 
en c r y ption  ser v ic es f or  sc al ab l e per f or m an c e)

• Dy n am ic  por t is open ed  f or  S R T P  en c r y pted  m ed ia str eam , an d  
au tom atic al l y  c l osed  w h en  c al l  en d s

E n c r y p t e d 
E n dp o i n t E n c r y p t e d 

E n dp o i n t
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T el ew or k er B r a nch  
O f f i ce

I nter net
E d g e

ASA 5 5 5 0

C is co  ASA 5 5 0 0  Series  Adaptiv e Secu rity Appliances
S o l u t i o n s  R a n g i n g  f r o m  D e s k t o p  t o  D a t a  Ce n t e r

ASA 5 5 8 0 -2 0

ASA 5 5 8 0 -4 0

ASA 5 5 0 5

•• I nteg r a tes ,  m a r k etI nteg r a tes ,  m a r k et--p r ov en f i r ew a l l ,  S S L / I P s ec,  I P S ,p r ov en f i r ew a l l ,  S S L / I P s ec,  I P S ,
a nd  content s ecu r i ty tech nol og i esa nd  content s ecu r i ty tech nol og i es

•• E x tens i b l e m u l tiE x tens i b l e m u l ti --p r oces s or  a r ch i tectu r e d el i v er s  p r oces s or  a r ch i tectu r e d el i v er s  
h i g h  concu r r ent s er v i ces  p er f or m a nce a nd  h i g h  concu r r ent s er v i ces  p er f or m a nce a nd  
s i g ni f i ca nt i nv es tm ent p r otecti ons i g ni f i ca nt i nv es tm ent p r otecti on

•• F l ex i b l e m a na g em ent l ow er s  cos t of  ow ner s h i pF l ex i b l e m a na g em ent l ow er s  cos t of  ow ner s h i p
•• E a s yE a s y--toto--u s e W ebu s e W eb --b a s ed  u s er  i nter f a ceb a s ed  u s er  i nter f a ce
•• N u m er ou s  cer ti f i ca ti ons  a nd  a w a r d sN u m er ou s  cer ti f i ca ti ons  a nd  a w a r d s
•• And  m u ch  m or eAnd  m u ch  m or e……

D a ta  Center

ASA 5 5 4 0

ASA 5 5 2 0

ASA 5 5 1 0

Ci
sc

o 
AS

A 
55

00
 P
la
tfo

rm
s

N ew

N ew

Ca m p u s
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2 8 0 0  S er i es

1 8 0 0  S er i es

B r a nch  O f f i ce S M BS m a l l  B r a nch

3 8 0 0  S er i es

S m a l l  O f f i ce a nd
T el ew or k er

8 0 0  S er i es

I N T E G R A T E D S E R V I C E S  R O U T E R S

H ea d  O f f i ce

W AN  Ag g r eg a ti on
7 6 0 0  
S er i es
7 2 0 0  
S er i es

F ea tu r e B r ea d th  
a nd  S ca l e a t 

H i g h es t 
P er f or m a nce

E m b ed d ed  W i r el es s ,  S ecu r i ty a nd  D a ta

H i g h  D ens i ty a nd  P er f or m a nce 
f or  Concu r r ent S er v i ces

E m b ed d ed ,  Ad v a nced  V oi ce,  V i d eo,  D a ta  a nd  
S ecu r i ty S er v i ces

Pe
rfo

rm
an

ce
 an

d S
erv

ice
s D

en
sit

y
I n teg r a ted  S er v i ces Rou ter  P or tf ol i o 
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� C is co S A F E :
h ttp: / / w w w . cisco. com / g o/ sa f e

� C is co D e s ig n Z one :
h ttp: / / w w w . cisco. com / g o/ cv d

� C is co S e curity  L if e cy cl e  S e rv ice s :
h ttp: / / w w w . cisco. com / g o/ serv ices/ security

� C is co’s  S e curity  P roducts :
h ttp: / / w w w . cisco. com / g o/ security

A d d it io na l  R eso u r ces
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C isco  S A F E  Po st er
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